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1. Onsight Flow Developer Documentation

This website contains Developer Documentation for Onsight Flow as a digital Instruction Toolkit. This
documentation will describe how to access data held within Onsight Flow programatically using our most

common APIs.

Please see for the standard User Documentation.
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2. Authentication

Related information

OAuth2 (on page 21)

Permissions, Scopes & Policies (on page 22)
Create an M2M Client (on page 22)

Policies (on page 25)

2.1. OAuth2

Onsight Flow uses OAuth2 exclusively* for authentication across all of its APIs.

More details as to the approaches and advantages that make OAuth2 a very good option for
authentication can be found online, the primary source being the IETFs own memo.

A developer or systems integrator working on an integration to Onsight Flow will need to follow a 2 stage
process in order to access Onsight Flow APIs

1. Request or load a token

2. Make a request to an API using that token

2.1.1. 1. Accessing a token

Tokens can be requested from the Identity Server; in order to gain a token you must provide valid
credentials. Once signed in to Onsight Flow you can request a token from the Developer Tools page,
however, manually requesting a token is not a useful approach for enabling an integration - you will want
your integration to be able to request tokens from an API as they are needed.

The good news is that that API exists, however, for security reasons you cannot practicably access that API
using your user credentials. Instead the recommended approach is to create a machine to machine (M2M)
client, these clients are very similar to a user, they are enabled with one or more permissions that define
what they are and aren't allowed to do, however, whilst a user in Onsight Flow represents a person, an
M2M client represents a tool/product/integration that is permitted to interface with Onsight Flow.

2.1.2. 2. Make an API Request

Once you have either generated a new token or loaded an existing token you'll need to include it in your
request within a header of the form

{
}

"Aut hori zation": "Bearer {token}"

* With the exception of the Query API, more information can be found in the Query API section
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2.2. Permissions, Scopes & Policies

Three concepts need to be outlined in order to understand whether a request will be authorized.
2.2.1. Policies

Each API will have a Policy defined against it, in order to be authorized a request will have to meet the
requirements of that Policy; a Policy includes a list of Scopes and Permissions, in order to meet the
requirements of that Policy the request will need to include a match to at least one of the Scopes and one
of the Permissions.

2.2.2. Permissions

Permissions reside with the user or client, they define the level of and types of action that the user/client
can take along with the data that they can access

2.2.3. Scopes

Scopes reside with the token, they define the level of and types of action that the user/client can take
along with the data that they can access

2.2.4. Example

Consider an application that primarily reads and reports data for a given service but occasionally

is required to modify data on that service; in order to perform the full range of actions the client

created for this application would probably need a high level Permission such as ADMIN, however the
developer of the integration may decide to request and cache a token that includes only the https://
www.flow.librestream.com/auth.read Scope in order to read the data whenever required and then on

the occasions where data modification is required a one-off token could be generated that includes the
https://www.flow.librestream.com/auth/xxx.modify Scope. This follows the principle of least privilege, a key
principle for secure systems.

2.3. Create an M2M Client

2.3.1. 1. Get a Token

In order to create a machine to machine client you will need a token, that token needs to have been
created by an OWNER user1 and it needs to include one of the scopes that meet the Client_ Admin (on
page 25) policy.

1 Ask your team administrators for the identity of your team owner(s), they are generally the people
responsible for the account
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Select required policies and Generate Access Token

Client_Admin [(] Job_Modify (] Job_Read

[(] Job_ReadAll [C] Query_Admin [C] Query_Read

[C] Reports_Admin [C] Reports_Create [C] Reports_Modify
[C] Reports_Read [[] schedule_Admin [C] schedule_Read
[[] schedule_ReadAll (7] spoke_Client [[] Team_Admin
[[] TeamSettings_Admin [[] TeamSettings_Read [[] Trigger_Admin
[(] Trigger_Execute [() Trigger_Read ] workflow_Admin
[C] workflow_Approve [(] workflow_Create (] workflow_Delete
[C] workflow_Execute (] workflow_Modify (] Workflow_Read

GENERATE ACCESS TOKEN

Figure 2-1 Create a Client_Admin token

2.3.2. 2. Decide upon the Scopes and Permissions for your Client

In order to understand the scopes and permissions required by your client you'll first need to describe the
range of actions that you want it to be able to take, for example

I want my application to be able to create scheduled jobs in Onsight Flow in order to do that it needs to not
only be able to create the scheduled jobs but also access the list of workflows and users in order to assign
that job to the right person and assign the relevant workflow

From this type of description you can then list out the APIs that you'll need to make requests to, in this
case

» Get Users
» Get Workflows

 Create Scheduled Job
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And by reviewing the policies for each of those APIs, in order to satisfy all policies | can see that | need the
following permissions:

+ ADMIN
And the following scopes:
* https://www.flow.librestream.com/auth/workflow.read

* https://www.flow.librestream.com/auth/schedule.admin

2.3.3. 3. Request a new Client

| can now combine the details together into a request to create the new client

curl --location --request POST 'https://accounts.flow |ibrestreamcom api/client/" \
--header ' Authorization: Bearer tokenCoesHere' \
--header ' Content-Type: application/json \
--data-raw ' {
"name": "My Job Schedul i ng Application",
"scopes": ["https://wwmv. flow. |ibrestream com aut h/wor kfl ow. read",
"https://wwv. fl ow. |ibrestream com aut h/ schedul e. adm n"],
"perm ssions": ["adm n"]

And the response should be of the form

{
"client": {
“clientld": "6169571beee5ee010la4b58c",
"grant Types": [
“client _credential s"
Il
"secrets": |
{
"secretld": "4897852beee5ee0001a4b58b"
}
Il
"teamNane": "nyteant,
“di spl ayNane": "My Job Schedul ing Application",
"scopes": |
"https://ww.flow|ibrestream com aut h/ wor kf | ow. r ead",
"https://ww. flow. |ibrestream com aut h/ schedul e. adnmi n"
Il
"al | owAccessTokensVi aBrowser": fal se,
“clientPerm ssions": [
"adm n"
]
s
"newSecret": "8JnEed4471t vwcOGrsSOCUxpv1TWB5CIJ"
}

As soon as you get this response, securely record both the clientld and the newSecret, this is your only
chance to capture the newSecret for this client
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2.3.4. 4. Use the Client to request Tokens

Having created the client you can now use the credentials you have stored above to request tokens as and
when your application needs them, in order to request a token execute a request of the following format

curl --location --request POST 'https://accounts.flow.|ibrestream conf connect/token' \
--header ' Content-Type: application/x-ww-formurlencoded \

--data-urlencode 'grant_type=client_credentials' \

--data-urlencode 'client id=6169571beee5ee0101a4b58c' \

--data-urlencode 'client_secret=8JnEed4471t vwcOGvsSOCUxpv1TWB5CIJ’

The response model should be of the following format

"access_token": "eyJhbCci G JSUzI 1IN | sl mt pZCl 61 myx YTNnMAUOMZI xZW/I YzgWMCELMIZj MMQOZTVi Z
GUyliw dH wi j oi SI dUI n0. eyJuYmYi G E2Mz QyOTQBNz Ys| nivAcCl 6MTYzNDI 50DU3NIi wi aXNz| j oi aHROcHVBL
y9hY2NvdWs0cy53b3Jr ZmxvcGxlcy5j b20i LCIhdWQ A si aHROcHVBLY9hY2NvdWs0cy53b3Jr ZnxveGxlcy5j b
20vemvzb3Vy Y2Vzl i wi NW 1NWQONz Yx OWEy Nz Y2M | 3NMQOZTk51 i wi NW yZDI 3NzRi Zj ASMTRj Yzdj OTUSYnVj |
| Osl MNsaWudF9pZCl 61 ] YXNj K1INzJi ZWI NWI MDAMMMEQY] U4AYyl sl m ud@3YXJl Lndvent mb@wbHVzLnR Y
Wi G Jpd2ZpzZWkkc2Vydm j ZXM LCIzY29wZSI 6WJodHRwczovL3d3dy53b3Jr ZmkveGxlcy5j b20vYXV0aC9zY
2hl ZHVsZ2S5hZGlpbi | sl mh0dHBzG 8vd3d3Lndvent mbGwbHVzLmiNvbS9hdXRoL3dvent mbGI3LnJl YWQ XX0. U
FLOBWYNTMVB8F09EJ OKogXxf w_UzZlem]1- wDbLnSGVbi t Tp- 7QUMKhAL@B2RSYbVCDz mhshHpCKWI f WBW t RKcqgT
FEwggSOPr _yrrH5eSf GvxDi L_OcDcr ouXvx2pr | LOBt TGXO Y7LwFj YFoZvg31lw VSPZc7evt t OqgoHER25VxuY8
70A8Dvk-i CEj uGxPMmZ RUM wi hU- aBEosUuUdyj Y6CDgkt r mvr MAQsi AqUB2UuPu_ DAVWNGo8qSHj ei gepWOKN
4ZHScA66 _OPnp2CsNi 04Lj ogpMAMP1U4a2y2adQrT9PKkYJ29SVy ONgf BXI Tt 6 QEl Er 83uauaxM 9Q",

"expires_in": 3600,
“token_type": "Bearer"

2.4. Policies

2.4.1. Client. Admin

2.4.1.1. Scopes

* https://accounts.flow.librestream.com/team.admin

2.4.1.2. Permissions

+ OWNER

2.4.2. Job_Modify
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2.4.2.1. Scopes

* https://www.flow.librestream.com/auth/job.modify

* https://www.flow.librestream.com/auth/job.admin

2.4.2.2. Permissions

* OWNER

2.4.3. Job Read

2.4.3.1. Scopes

* https://www.flow.librestream.com/auth/job.read
* https://www.flow.librestream.com/auth/job.read_all

* https://www.flow.librestream.com/auth/job.admin

2.4.3.2. Permissions

* OWNER

+ ADMIN

2.4.4. Job ReadAll

2.4.4.1. Scopes

* https://www.flow.librestream.com/auth/job.read_all
* https://www.flow.librestream.com/auth/job.modify

* https://www.flow.librestream.com/auth/job.admin

2.4.4.2. Permissions
- OWNER

+ ADMIN

2.4.5. Query_Admin
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2.4.5.1. Scopes

* https://www.flow.librestream.com/auth/query.admin

2.4.5.2. Permissions
- OWNER

+ ADMIN

2.4.6. Query_Read

2.4.6.1. Scopes

* https://www.flow.librestream.com/auth/query.read

* https://www.flow.librestream.com/auth/query.admin

2.4.6.2. Permissions
- OWNER

« ADMIN

2.4.7. Reports_Admin

2.4.7.1. Scopes

* https://www.flow.librestream.com/auth/reports.admin

2.4.7.2. Permissions
- OWNER

+ ADMIN

2.4.8. Reports_Create

2.4.8.1. Scopes

* https://www.flow.librestream.com/auth/reports.create

* https://www.flow.librestream.com/auth/reports.admin

27

2 - Authentication



2.4.8.2. Permissions
- OWNER
- ADMIN

- EDITOR

2.4.9. Reports_Modify

2.4.9.1. Scopes

* https://www.flow.librestream.com/auth//reports.modify

* https://www.flow.librestream.com/auth//reports.admin

2.4.9.2. Permissions
- OWNER

+ ADMIN

2.4.10. Reports_Read

2.4.10.1. Scopes

* https://www.flow.librestream.com/auth/reports.read
* https://www.flow.librestream.com/auth/reports.create

* https://www.flow.librestream.com/auth/reports.admin

2.4.10.2. Permissions
- OWNER
- ADMIN

* EDITOR

2.4.11. Schedule Admin

2.4.11.1. Scopes

* https://www.flow.librestream.com/auth/schedule.admin
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2.4.11.2. Permissions
- OWNER

« ADMIN

2.4.12. Schedule Read

2.4.12.1. Scopes

* https://www.flow.librestream.com/auth/schedule.read
* https://www.flow.librestream.com/auth/schedule.read_all

* https://www.flow.librestream.com/auth/schedule.admin

2.4.12.2. Permissions
- OWNER

+ ADMIN

2.4.13. Schedule ReadAll

2.4.13.1. Scopes

* https://www.flow.librestream.com/auth/schedule.read_all

* https://www.flow.librestream.com/auth/schedule.admin

2.4.13.2. Permissions
- OWNER

* ADMIN

2.4.14. Spoke_Client

2.4.14.1. Scopes

* https://www.flow.librestream.com/auth/spoke.client

2.4.14.2. Permissions

* SPOKE
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2.4.15. Team_Admin

2.4.15.1. Scopes

* https://www.flow.librestream.com/auth//team.admin

2.4.15.2. Permissions
- OWNER

+ ADMIN

2.4.16. TeamSettings_Admin

2.4.16.1. Scopes

* https://www.flow.librestream.com/auth/teamsettings.admin

2.4.16.2. Permissions
- OWNER

+ ADMIN

2.4.17. TeamSettings_Read

2.4.17.1. Scopes

* https://www.flow.librestream.com/auth/teamsettings.read

* https://www.flow.librestream.com/auth/teamsettings.admin

2.4.17.2. Permissions
- OWNER
- ADMIN
- EDITOR

+ APPROVER

2.4.18. Trigger Admin
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2.4.18.1. Scopes

* https://www.flow.librestream.com/auth/trigger.admin

2.4.18.2. Permissions
- OWNER

+ ADMIN

2.4.19. Trigger_Execute

2.4.19.1. Scopes

* https://www.flow.librestream.com/auth/workflow.execute

* https://www.flow.librestream.com/auth/workflow.admin

2.4.19.2. Permissions
- OWNER

« ADMIN

2.4.20. Trigger_Read

2.4.20.1. Scopes

* https://www.flow.librestream.com/auth/trigger.read

* https://www.flow.librestream.com/auth/trigger.admin

2.4.20.2. Permissions
- OWNER

« ADMIN

2.4.21. Workflow_ Admin

2.4.21.1. Scopes

* https://www.flow.librestream.com/auth/workflow.admin
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2.4.21.2. Permissions
- OWNER

« ADMIN

2.4.22. Workflow_Approve

2.4.22.1. Scopes

* https://www.flow.librestream.com/auth/workflow.approve

2.4.22.2. Permissions

« APPROVER

2.4.23. Workflow _Create

2.4.23.1. Scopes

* https://www.flow.librestream.com/auth/workflow.create

* https://www.flow.librestream.com/auth/workflow.admin

2.4.23.2. Permissions
- OWNER
- ADMIN

+ EDITOR

2.4.24. Workflow Delete

2.4.24.1. Scopes

* https://www.flow.librestream.com/auth/workflow.delete

* https://www.flow.librestream.com/auth/workflow.admin
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2.4.24.2. Permissions
- OWNER
- ADMIN

- EDITOR

2.4.25. Workflow_Execute

2.4.25.1. Scopes

* https://www.flow.librestream.com/auth/workflow.execute

2.4.25.2. Permissions
2.4.26. Workflow_Modify

2.4.26.1. Scopes

* https://www.flow.librestream.com/auth/workflow.modify

* https://www.flow.librestream.com/auth/workflow.admin

2.4.26.2. Permissions
- OWNER
- ADMIN

« EDITOR

2.4.27. Workflow Read

2.4.27.1. Scopes

* https://www.flow.librestream.com/auth/workflow.read
* https://www.flow.librestream.com/auth/workflow.execute
* https://www.flow.librestream.com/auth/workflow.admin

* https://www.flow.librestream.com/auth/spoke.client
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2.4.27.2. Permissions
- OWNER
- ADMIN
- EDITOR
- APPROVER

* SPOKE
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3. Query API

Related information

GraphQL Overview (on page 35)
Getting Started (on page 39)
Getting API Access (on page 39)
Query Designer (on page 43)
Querying Jobs (on page 46)
Ingest Data to Excel (on page 57)
Example Queries (on page 63)

3.1. GraphQL Overview

Onsight Flow surfaces all of it's data through GraphQL, a technology originally developed within Facebook.
GraphQL provides an API Surface for clients to query and a Runtime to execute those queries.

GraphQL is used instead of making traditional HTTP GET requests to grant API clients access to the
underlying data. With this new technology, the client will construct a GraphQL query to be executed by the
runtime. The fields requested will reflect the data returned.

Related information

Advantages compared to GET Requests (on page 35)
More Information (on page 36)

Trying out GraphQL (on page 36)

Onsight Flow Query Designer (on page 36)

Postman (on page 37)

GET / POST Requests (on page 38)

3.1.1. Advantages compared to GET Requests

Concise Queries

With a traditional REST API, the GET endpoints usually return all of the fields to satisfy all commands. This
can be costly and usually returns data that the client doesn't need. With GraphQL, the clients (mobile app,
web page, background processor) can specify only the fields that they need.

Database Abstraction

The clients do not need to understand the internal database schema or how the data is assembled. The
GraphQL schema will define the data that can be queried without concerning the client as to how that
data is constructed.

Accessibility

GraphQL queries are executed using standard HTTP GET or HTTP POST requests. A query can either be
added to the end of a GET request, or, serialized into JSON and supplied in the body of a HTTP POST
request.
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Schema Additions

GraphQL Vendors (ie: Onsight Flow) can easily amend the schemas by adding extra fields. This will not
increase the amount of data returned by existing clients, unless those clients choose to add those fields.

Data Relationships

Similar to SQL, GraphQL data can be related to other data. For example, in Onsight Flow you can:
* Get a list of users and the groups they belong to
* Get a list of groups and the users they contain

This is querying for the same data, but is instead being accessed from either direction.

3.1.1.1. More Information

There is a huge wealth of information on GraphQL and its features at graphgl.org.

3.1.2. Trying out GraphQL

Within Onsight Flow, GraphQL is designed to be embedded into data clients (ie: software designed to
extract data from Onsight Flow). But, in order to test out the queries, there are a number of tools that can
be supported.

3.1.2.1. Onsight Flow Query Designer

Available within the [ (Onsight Flow account required), the Query Designer can be used to test your
GraphQL queries against the data in your Onsight Flow Team. Once you have tested out your query then
you can export a GET or POST URL to import into your own system.

For more information on the query designer, see Query Designer (on page 43) .
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@ GO TO DASHBOARD JW

Query Designer CcC 0 Live Preview v or b
1 d
2 jobs (limit: 20 order: "desc") {
3 { "data": {
4 jobId # ID of the job "jobs": [
5 jobTitle # Title of the job (possibly overriden by the user)
6 workflowTitle # Title of the workflow (if different from job title) L . N
7 created # When the job was started jobId": "5ee0aedb0282c80001438644",
8 completed: updated # When the job was completed "jobTitle": "Five Photo Sandwich®,
9 totalDuration # Total Duration of the job in seconds "workflowTitle": null,
10 userName # Who completed the job "created": "2020-06-10T09:58:51.4422",
11 geolLongAverage # GPS Longitude of the job "completed": "2020-06-10T10:02:07.2832",
12 geolLatAverage # GPS Latitude of the job "totalDuration": 195,
13 } - "userName": "james@intoware.com",
14 b U "geoLongAverage": null,

"geoLatAverage": null

"jobId": "5ee0ae220282c8000143862b",
"jobTitle": "Five Photo Sandwich",
"workflowTitle": null,

"created": "2020-06-10T09:55:44.7352",
"completed": "2020-06-10T09:56:16.2122",
"totalDuration": 31,

"userName": "james@intoware.com",
"geoLongAverage": null,

"geoLatAverage": null

"jobId": "S5edela0dba5ded0001653175",
"jobTitle": "(Draft) - Ouick n Easy Numeric",

Figure 3-1 Onsight Flow Query Designer

3.1.2.2. Postman

The excellent Postman Tool has built-in support for making GraphQL queries. To access the Onsight Flow
GraphQL endpoint, you'll need to fetch an Accessing Onsight Flow GraphQL APl (on page 40) in order
to get access to the data.

Unlike the Onsight Flow Query Designer, Postman supports GraphQL variables. This will allow you to
design your queries for reuse so you can separate your template and variables. Onsight Flow supports the
full GraphQL specification for variables.

See the GraphQL specification on variables for more information
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https://www.getpostman.com
https://graphql.org/learn/queries/#variables

[ JoX J Postman

New v Import Runner H.' H My Workspace ¥ &, Invite

No Environment v ©
ol [+ &

Untitled Request

Params @ Authorization Headers (10) Body ® Pre-request Script Tests Settings Cookies Code
none form-data x-www-form-urlencoded raw binary ® GraphQL  No Schema v C
QUERY GRAPHQL VARIABLES o
1 query ($limit: Int) { 1+
2 (limit: $limit order: "desc") 2 "limit" @ 1
3 { 3.1
4 jobI¢ # ID of the job
5 T # Title of the job (possibly overriden by the user)
6 kflowTi # Title of the workflow (if different from job title)
7 r # When the job was started
8 completed: ted # When the job was completed
9 to ) # Total Duration of the job in seconds
10 | le # Who completed the job
11 geolLongA g # GPS Longitude of the job
12 gec . # GPS Latitude of the job
13 3}
14 3}
Body Cookies (1) Headers (15) Test Results Status: 200 OK  Time: 257 ms  Size: 1009 B Save Response v
Pretty Raw Preview Visualize JSON ¥ 5 I_. Q
1 A
2 “data": {
3 "jobs": [
4 {
5 "jobId": "See@aedb0282c80001438644",
6 "jobTitle": "Five Photo Sandwich",
7 "workflowTitle": null,
8 "created": "2020-06-10T09:58:51.4427",
9 "completed": "2020-06-10T10:02:07.2832Z",
10 "totalDuration": 195,
11 "userName": "james@intoware.com",
12 ""geoLongAverage": null,
13 ""geoLatAverage": null
14 )
15 1
16 }
17 K
R B © Bootcamp [ &= ®

Figure 3-2 Postman Onsight Flow GraphQL Example

3.1.2.3. GET / POST Requests

If you'd like to build this functionality into your application, you can access the data via the direct HTTP
GET or POST endpoints.

https://gateway. fl ow. |ibrestream com api/ query/v2/graph

Note, you will need to authenticate this request using one of the supported access key formats Getting AP/
Access (on page 39)

For a more detailed explanation, see GraphQL.org - Serving over HTTP.
GET Request

For a GET Request, simply take your GraphQL query and append it to the query endpoint as a URL-
encoded string.

For example:
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https://graphql.org/learn/serving-over-http/

jobs {
j obl d
jobTitle
}
}
becomes

https://gateway. flow. | ibrestream com api/query/v2/ graph?quer y=%B%20j obs%20% B%20j obl d
%20j obTi t | e%20% D¥20%' D

POST Request

For a POST Request, the same query endpoint is used, but the query should be encoded within a JSON
payload.

{
“query": "{\njobs\n{\njobld\njobTitle\n}\n}"

}

3.2. Getting Started

[l Javascript code with syntax highlighting.

var fun = function lang(l) {
dateformat.i 18n = require('./lang/' + |)
return true;

}

/1 GraphQ. Code

query MyQuery {
j obs {
jobTitle
}

After

3.3. Getting API Access
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3.3.1. Accessing Onsight Flow GraphQL API

The Onsight Flow GraphQL endpoints can be accessed in the following ways:
* Primary/Secondary Key - A pre-generated set of keys, available within the Query Designer
« Temporary Key - A temporary key, sent as part of a HTTP Trigger
* Access Tokens - OAuth Access Tokens, available to authorized clients

In all cases, the access granted will allow you to query all completed job data for your team. See GraphQL
Overview (on page 35) for an explanation of the types of queries that can be performed using this service.

3.3.2. Primary/Secondary Keys

2 pre-generated keys are created for each Onsight Flow team. These keys are available within the Query
Designer (on page 43) (https://dashboard.flow.librestream.com/query) through the Keys dialog. From
here you can regenerate the keys, and copy them to your clipboard for convenience.
Onsight Flow primarily employs Oauth?2 as the security protocal for APIs however many of the tools that
our users wish to use with their Onsight Flow data can't readily generate the bearer tokens for an Oauth2
API. Therefore the Query APl employs access keys; two keys are available per team to use on all calls, these
keys can be rotated and generated in line with an internal security protocal.
From a technical standpoint there is no difference between the Primary and Secondary keys and you can
use them for your own purposes; typically though the Primary key is used on an ongoing basis and the
Secondary key only used only temporarily whilst keys are rotated.
Follow this process to rotate your storage account keys:

1. Update the connection strings in your application(s) query(ies) to use the Secondary key.

2. Regenerate the Primary access key for your queries.

3. Update the connection strings in your application(s) query(ies) to use the new Primary key.

4. Regenerate the Secondary key in the same manner.

WARNING - If you regenerate a key, any existing links using that key will stop working
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Query Keys

Tcadfe7 r‘ c

Generated Feb 10, 2020, 3:16:39 PM

Secondary Key

d2b2e B C

Generated Feb 10, 2020, 3:16:39 PM

Warning: Regenerating Keys will cause existing integrations using those keys to stop

CLOSE

working. Handle with care.

Figure 3-3 Primary/Secondary Key Dialog

3.3.2.1. Using Keys

To use a pre-generated key it should be appended to any Query URL using the parameter
key=MyCopi edKey.

For example:
https://gateway. fl ow. | ibrestream conf api / query/ v2/ graph?key=M/Copi edKey

Note: When you export a query from the Query Designer, the generated URL will contain the Primary Key

3.3.3. Temporary Keys

If you have created a HTTP Trigger to receive Job Update/Complete data from Onsight Flow, the JSON
Body will contain a temporary key. These keys function in the same way as the Primary/Secondary keys,
but instead have a 1 hour lifecycle. Any system that responds to a HTTP Trigger can extract the key from
the JSON payload and then use that key to make queries against the GraphQL Endpoint.

As with the Primary/Secondary Keys, the temporary key can be appended to the query string.

If your implementation requires access beyond 1 hour, consider using Access Tokens.
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3.3.3.1. Example JSON Payload

{
"data": {
"jobs": |
{
O her Job Fields ...
"key": {
“val ue": " AAAAAAAABBBBBBCCCCCCCCCCCC!,
“expiry": "2020-06-11T14: 03: 072"

3.3.4. Access Tokens

Access tokens can be acquired in a number of ways.
* A testing key can be generated using Developer Tools
* Via a custom API client

To get access to the Onsight Flow Client API, please contact Support.

3.3.4.1. Generating Test Keys

From the Onsight Flow Developer Tools you can create a temporary access token with the Query Read
permission. This will return an access_t oken and i d_t oken that can be used in the Headers of a GraphQL
request.

CGET -
https://gateway. flow. |ibrestream con api/ query/v2/graph?quer y=%B%0j obs%20% B%20j obl d%
20j obTi t | e%20% D¥20% D

HEADERS:
Aut hori zati on : Bearer [PASTE ACCESS TOKEN HERE]

The testing Access Tokens comes with a Thr lifetime and will return a 401 Unaut hori zed error when
expired. If you supply an Access Token with the wrong scope then the API wiill return 403 For bi dden.
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https://accounts.workfloplus.com/manage/dev
mailto:support@librestream.com
https://accounts.workfloplus.com/manage/dev

GO TO DASHBOARD

Personal Policies o
Info

Select required policies and Generate Access Token

<>
Developer

Tools [] Client_Admin (] Job_Modify [] Job_Read
(] Job_ReadAll (] Query_Admin Query_Read
(] Reports_Admin [C] Reports_Create [] Reports_Modify
(] Reports_Read [] Spoke_Client (] Team_Admin
(] TeamSettings_Admin [[] TeamSettings_Read (] Trigger_Admin
[C] Trigger_Execute (] Trigger_Read [C] Workflow_Admin
[C] Workflow_Approve (] Workflow_Create (] Workflow_Delete
(] workflow_Execute (] wWorkflow_Modify [C] wWorkflow_Read

GENERATE ACCESS TOKEN

-Figure 3-4 Primary/Secondary Key Dialog

3.4. Query Designer

The Onsight Flow Query Designer is a developer tool to help design GraphQL queries against your Onsight
Flow Team data.

You can access the query designer by selecting Query from the Onsight Flow Dashboard menu.
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@ GO TO DASHBOARD JW

Query Designer CcC 0 Live Preview v or b
1 d
2 jobs (limit: 20 order: "desc") {
3 { "data": {
4 jobId # ID of the job "jobs": [
5 jobTitle # Title of the job (possibly overriden by the user)
6 workflowTitle # Title of the workflow (if different from job title) L . N
7 created # When the job was started jobId": "5ee0aedb0282c80001438644",
8 completed: updated # When the job was completed "jobTitle": "Five Photo Sandwich®,
9 totalDuration # Total Duration of the job in seconds "workflowTitle": null,
10 userName # Who completed the job "created": "2020-06-10T09:58:51.442z2",
11 geolLongAverage # GPS Longitude of the job "completed": "2020-06-10T10:02:07.2832",
12 geolLatAverage # GPS Latitude of the job "totalDuration": 195,
13 + - "userName": "james@intoware.com",
14 b U "geoLongAverage": null,

"geoLatAverage": null

"jobId": "5ee0ae220282c8000143862b",
"jobTitle": "Five Photo Sandwich",
"workflowTitle": null,

"created": "2020-06-10T09:55:44.7352",
"completed": "2020-06-10T09:56:16.2122",
"totalDuration": 31,

"userName": "james@intoware.com",
"geoLongAverage": null,

"geoLatAverage": null

"jobId": "S5edela0dba5ded0001653175",
"jobTitle": "(Draft) - Ouick n Easy Numeric",

Figure 3-5 Onsight Flow Query Designer
Related information
Writing Queries (on page 44)

Exporting Queries (on page 44)
CSV Queries (on page 45)

3.4.1. Writing Queries

The Query Designer includes a Monaco Editor which provides basic syntax highlighting, auto-completion
and other code editor features.

When you start typing your query, the text is automatically previewed and (if valid), a result will be
returned in the preview window.

Any syntax errors will be displayed in the results.

See Example Queries (on page 63) for different use-cases.

3.4.2. Exporting Queries

When you are happy with your query, you can export the query to either:
* HTTP GET - A complete URL to paste directly into your browser
« HTTP POST - A URL and Body to be used in your code
The query will be exported either as JSON or CSV, depending on your preference in the Query Designer.

By default, the query will contain the Primary key, but you are free to change this to any on of the
Accessing Onsight Flow GraphQL API (on page 40).
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https://microsoft.github.io/monaco-editor/

Export Query (CSV)
(@ HrTPPOST () HTTP GET

HTTP POST
https://gateway.workfloplus.com/query/v2/graph?key=1cadfe79¢

Query is generated using the Primary Key. Swap out the key field as desired.

POST BODY

{
"query”: "{\n jobs (limit: 3)\n {\n jobld\n jobTitle\n }\n}"
}

Set Content-Type to application/json

Figure 3-6 Query Designer Export

3.4.3. CSV Queries

By default, GraphQL renders any results to the JSON format. But, the Onsight Flow Query API can also
render results to CSV.

Limitations:
« All errors are suppressed, only the dat a field is exported
« All arrays are flattened with a 0-based index in the column
* Each top-level item is converted into a CSV-row
o Each sub-level item is flattened into a column
If your resulting data doesn't look right, switch back to JSON and check for any errors

It is not advised to produce a query that contains too many columns, or the resulting data may be too
much for your integration.

To try out CSV, simply change the format toggle from JSON to CSV. You will see the results appear
immediately.
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To programmatically return CSV data from the GraphQL endpoints, append &csv=t r ue to the query string.
This works for both HTTP GET and HTTP POST requests.

Note: When queried in HTTR the returned Cont ent - Type will be t ext / csv.

o

Query Designer

{
jobs (limit: 3)
{
jobId
jobTitle
}
}

No U s WNPRP

Figure 3-7 Query Designer CSV Output

3.5. Querying Jobs

Related information

Introduction (on page 46)

Filtering on specific Jobs (on page 47)
Selecting Job Fields (on page 52)
Select Job Attachments (on page 55)

3.5.1. Introduction

GO TO DASHBOARD

C O Live Preview

jobId, jobTitle
5¢c010d6aa35c0346b4d737£4 ,Barcodes
5c0016c82920c87684alb262,Update Test
5c0015832920c87684al1b260,Update Test

Querying for Jobs is the most common application of the Onsight Flow Query API

Related information
Starting a Query (on page 47)
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3.5.1.1. Starting a Query

The base query structure for a job query is as follows (N.B. this query alone will not work as at least one
field must be specified)

{
j obs

{
}

3.5.2. Filtering on specific Jobs

By default the query will return the first 50 completed jobs for your team; however there are several query
parameters that can be used to filter the query to return only the required jobs

Related information

Filtering on Onsight Flow (on page 47)
Filtering on User(s) (on page 48)
Filtering on Job Identifier(s) (on page 49)
Filtering on Date and Time (on page 50)
Limit, Order & Pagination (on page 57)

3.5.2.1. Filtering on Onsight Flow

There are several options for filtering on workflows but you can only apply one of them
Filtering on Workflowld(s)

If you wish to match on one or more workflow Ids you can add this as part of the query

{
jobs(workfl owl d: " XXXXXXXX=XXXX- XXXX= XXXX= XXXXXXXXXXXX")
{
}
}
{
j obs(wor kfl oM d: [ " XXXXXXXX=XXXX=XXXX= XXXX= XXXXXXXXXXXX",
CYYYYYYYY-YYYY-YYYY-YYYY-YYYYYYYYYYYY©])
{
}
}
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Filtering on Workflow Title(s)

If you wish to match on one or more workflow titles you can add this as part of the query

{
jobs(workflowTitle: "lnspection A")
{
}
}
{
jobs(workflowTitle: ["lInspection A", "lInspection B"])
{
}
}

Filtering on Onsight Flow Tag(s)

If you wish to match on one or more workflow tags you can add this as part of the query; when
matching on multiple workflows you can either match workflows that have at least one of the tags listed
(workflowTagsOr) or alternatively only on workflows that have all of the tags listed (workflowTagsAnd)

{
j obs(wor kf | owTag: "I nspection")
{
}
}
{
j obs(wor kf | owTagsOr: ["Inspection”, "Repair"])
{
}
}
{
j obs(wor kf | owTagsAnd: ["Ilnspection", "Site A", "Mechanical"])
{
}
}

3.5.2.2. Filtering on User(s)

There are two options for filtering on the user that completed a job but you can only apply one of them
Filtering on Username(s)

If you wish to match on one or more usernames you can add this as part of the query
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j obs(user Name: "anne.wor ker @epai rs. com')

{
}
}
{
j obs(userName: ["inspectorl@epairs.com', "inspector2@epairs.con'])
{
}
}

Filtering on Userld(s)

If you wish to match on one or more user Ids you can add this as part of the query

{
jobs(userld: "XXXXXXXX-XXXX=XXXX=XXXX= XXXXXXXXXXXX")
{
}

}

{

jobs(userld: ["XXXXXXXX-XXXX-XXXX=XXXX= XXXXXXXXXXXX",

CYYYYYYYY-YYYY-YYYY-YYYY-YYYYYYYYYYYYy©])
{

}

3.5.2.3. Filtering on Job Identifier(s)

There are two options for filtering on specific job identifiers but you can only apply one of them
Filtering on Job Titles(s)

If you wish to match on one or more job titles you can add this as part of the query

{
jobs(jobTitle: "lnspection 3A/5F")
{
}

}
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jobs(jobTitle: ["Inspection 3A/5F", "lnspection 3A/5G'])
{

}

Filtering on Jobld(s)

If you wish to match on one or more job Ids you can add this as part of the query

{
jobs(jobld: "XXXXXXXX-XXXX=XXXX=XXXX- XXXXXXXXXXXX")
{
}

}

{

jobs(jobld: ["XXXXXXXX=XXXX=XXXX=XXXX= XXXXXXXXXXXX"

CYYYYYYYY-YYYY-YYYY-YYYY-YYYYYYYYYYYy©])
{

}

3.5.2.4. Filtering on Date and Time

There are options for filtering on the date and time that a job was both created and updated and also on,
any combination of the following can be applied together

Filtering on jobs created since a given date and time

If you wish to filter on jobs created since a given date and time you can specifiy that as an ISO format
datetime

j obs(createdSi nce: "2019/06/01T08: 00: 00. 000Z")
{

}

Filtering on jobs created before a given date and time

If you wish to filter on jobs created before a given date and time you can specifiy that as an ISO format
datetime
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j obs(createdBefore: "2019/06/01T08: 00: 00. 000Z")
{

}

Filtering on jobs updated since a given date and time

If you wish to filter on jobs updated since a given date and time you can specifiy that as an ISO format
datetime

j obs(updat edSi nce: "2019/06/01T08: 00: 00. 000Z")
{

}

Filtering on jobs updated before a given date and time

If you wish to filter on jobs updated before a given date and time you can specifiy that as an ISO format
datetime

j obs(updat edBef ore: "2019/06/01T08: 00: 00. 000Z")
{

}

3.5.2.5. Limit, Order & Pagination

By default a query on the Jobs model will return data for up to the first 50 jobs that meet the criteria of
the filter, however this number can be specified using the limit parameter, any value between 1 and 100 is
allowed.

By default a query on the Jobs model will return data for the first n jobs however the order of the data can
be controlled using the order parameter; this is equivalent to setting order = "asc”, setting the order =
"desc” will return the last n jobs.

As the number of jobs increases it becomes inefficient to pull down the entire data set everytime a data
update is required, instead it is recommended to build your own store of the data. Pagination is the
process of taking the data piece by piece to build up a full data set. We support a cursor based pagination
solution, whereby everytime you query the data you can get the completedJobCursor for each job, cache
the cursor for the last job in the list and then pass that back as a parameter next time you run the query to
get the next n jobs.
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jobs(limt: 100 order: "desc" cursor: "5e3036f5e456fc00012e2b89")
{

}

3.5.3. Selecting Job Fields

Related information

Selecting Fields on the Job Level (on page 52)
Selecting Fields on the Steps Level (on page 52)
Selecting Fields on the Substeps Level (on page 53)
Selecting Specific Steps (on page 54)

3.5.3.1. Selecting Fields on the Job Level

There are a range of fields on the job level that can be included in the query and returned

{
j obs
{
jobld
conpl et edJobCur sor # Cursor to be used for data pagination, relates to the
ti mestanp at which the job was upl oaded
t eamName
wor kf | ow d
wor kf | owVer si onl d
wor kf l owTi t 1 e
wor kf | owTags
jobTitle
creat ed
updat ed
total Duration # Total Duration given in Seconds
activeDuration # Active Duration given in Seconds (equivalent to the
Total Duration mnus any period where the Job was paused)
status
userld
user Name
geolLongAver age # Medi an average | ongitude across all conpl eted steps
geolLat Aver age # Medi an average | atitude across all conpleted steps
net adat a # Any netadata attached to the job displayed as an array
of name val ue pairs
{
name
val ue

3.5.3.2. Selecting Fields on the Steps Level

Additionally the Steps field can be included on the Job level, this then returns an array of information for
each step
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3.5.3.3. Selecting Fields on the Substeps Level

j obs

{

j obl d
st eps

{

stepld

uni quest epl d
stepTitle

st epDescri ption
st epType
started
conpl et ed
cancel | ed

i sCancel | ed

i sFor ntSt ep

tot al Duration
activeDuration
userld

user Name
geolLat

geolLong

formLooplteration

not e
val ues
val ue

Many users will not need to consider to substeps level and will be able to build all queries at the steps
level. Substeps apply where Form Steps are used, here we have the concept of steps within steps and the

substeps level allows you to break out the detail at each substep within a form.

{
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j obs

{

st eps

{

subst eps

{
stepld
uni quest epl d
stepTitle

st epDescri ption

st epType
st epTag
val ues
val ue
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3.5.3.4. Selecting Specific Steps

Specific steps can be selected to be returned in the query and named at the same time
Step Search

A search term can be applied to the steps array, this will look for an exact match against each stepld,
stepTag and then stepTitle. If none are found it will return null, if one or more matches are found it will
return the first match that it finds.

The following query will return the jobld for each job, then the specified information for the first step that
it finds that has a tag or title that matches "Instruction”, then the specified information for the first step
that it finds that has one of the steplds in the list shown

{
j obs
{
jobld
I nstructionSt ep: step(search: "lnstruction")
{
stepld
stepTitle

total Duration

}
Repai r Det ai | sSt ep: st ep(search: ["alcee52e-e950-4894- 9f 49- 9e95862bb9a9",

"alceeb52e- e950- 4894- 9f 49- 9e95862bh9al"])

{
stepld

stepTitle
total Duration

}
}
}

Step Regex Search

Regex search works much like search except it can only match against a single term, however it can apply
regex patterns for matching making it more powerful.

The following query will return the jobld for each job, then the specified information for the first step that
it finds that includes the word "HSSE" anywhere in the step tag or title

Documentation on regex patterns can be found here.
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j obs
{
jobld
HsseSt ep: st ep(regexSear ch: "HSSE")

{
stepld

stepTitle
total Duration

}
}
}

3.5.4. Select Job Attachments

The attachments comprise all of the photos, images, videos, files etc that have been captured for a given
job, there are differetne approaches available for constructing a query to extract your attachments

Related information

Get All Attachments on a Job (on page 55)

Get Attachments on a Step or Substep (on page 55)
Attachment Model (on page 56)

3.5.4.1. Get All Attachments on a Job

The most convinient way to simply extract details of all of the attachments on a job is to use the
attachments field on the job

{
j obs
{
jobld
attachments

{

attachment 1 d
# ...otherfields...

}
}
}

3.5.4.2. Get Attachments on a Step or Substep

Alternatively attachment details can be returned on the step or substep on which they were captured
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3.5.4.3. Attachment Model

j obs
{
jobld
st eps
{
attachment s
{ attachment | d
# ...otherfields...
}
}
}
j obs
{
j obl d
st eps
{
subst eps
{ attachnents
{ attachnent | d
# ...otherfields..
}
}
}

The attachment model provides details of both the original attachment and additionally any thumbnails
that Onsight Flow has generated; if you query a job shortly after it has been completed you may find that
all attachments and thumbnails are not present in the result as they are still syncing or being generated
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{
j obs
{
jobld
attachment s
{
attachment |l d
stepld
uni quest epl d
stepTitle
m neType
fileSize
downl oadUr |
t hunbnai |l s
{
nane
creat ed
m neType
fileSize
wi dt h
hei ght
downl oadUr |

The downloadUrl for each attachment and each thumbnail is a temporary URL that can be used to
download the file itself, for example if the response contains a downloadUrl

"fileSize": 14204,
"downl oadUr | ":

"https://wfp. bl ob. core. w ndows. net/ st epr esour ces/ nyt eani 63e39d97- décb- 433b- b69c- 2e2ed6¢c
76f 37?sv=2019- 02- 02&sr =b&si g=HgS7dodYUEi nl r 3dXEY2BSH5i sA3BBe8bZREg2| 6n2FvCo%3D&st =2020-
06- 17T14%8A55%8A5672&se=2020- 06- 17T169%8A00¥BA56Z&sp=r ",

That downloadUrl can be used in a Http request; the snippet below uses a downloadUrl returned by a
query to save an attachment to a file called "myattachmentfile"

curl

“https://wfp. bl ob. core.w ndows. net/ st epresour ces/ myt eam 63e39d97- décb- 433b- b69c- 2e2ed6e
76f 37?sv=2019- 02- 02&sr =b&si g=HgS7dodYUEi nl r 3dXEY2BSH5i sA3BBe8bhZREg2| 6n2FvCo%3D&st =2020-
06- 17T1498A55%8A56Z2&se=2020- 06- 17T169%BA00¥BA56Z&sp=r" --output nyattachnentfile

If the downloadUrl expires a new one can be generated by re-querying the data

3.6. Ingest Data to Excel

The Onsight Flow GraphQL Query API supports integration with many tools; one of the more common
requests is for users to extract their data from Onsight Flow into Excel. This example outlines an approach
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for not only ingesting data into Excel but moreover for creating a live link between Excel and Onsight Flow
so that the data set can be refreshed on demand from within Excel.

Figure 3-8 Onsight Flow > Excel

3.6.1. 1. Create the Query

In the following example selected data is extracted for each Inspection & Maintenance activity that
is carried out. The query includes only jobs that are completed on the "Component Inspection &
Maintenance" workflow.

For each job the query extracts selected information from the job and in addition it extracts defined fields
on specified steps; for example on the componentCodeStep the value that is input is extracted as this is of
interest, whereas on the maintenanceStep it is the step duration that is of interest and so this is specified in
the query.
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j obs(wor kfl owTi tl e: "Conponent Inspection & Maintenance" limt: 50 order: "desc")
{

jobld

jobTitle

wor kf | ow d

wor kf l owTi t 1 e

user Name

creat ed

updat ed

tot al Dur ati on

activeDuration

geolLongAver age

geolLat Aver age

conponent CodeSt ep: step(search: "conponentcode")

{
val ue
}
condi ti onBef oreStep: step(search: "bd9a9c4a-0784- 4f 7c-9ccb- 7c1f 8739a3d9")
{
subst eps
{
stepTitle
val ue
}
}

runni ngTenper at ur eBef or eSt ep: st ep(search
"bef or emai nt enancer unni ngt enper at ure")

{

val ue
}
mai nt enanceSt ep: step(search: "Conponent Mai nt enance")
{

activeDuration
}
conditi onAfterStep: step(search: "300d2f14-6a56-4ae4-a754-d017d8369376")
{

subst eps

{

stepTitle
val ue

}
}
runUpSt ep: st ep(search: "Runup")
{

tot al Dur ati on
}
runni ngTenper at ur eAft er St ep: step(search: "aftermai nt enancerunni ngt enper at ure")
{

val ue
}
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Query Designer cC @ Live Preview JSON ~or 4

{

1
2 jobs (workflowTitle: "Component Inspection & Maintenance" limit: 50 order: "desc") {

3 { “data”: {

4 jobId "jobs": [

5 jobTitle

6 workflowId = { N

; erkflaTitle job: eed0166d13d560001d3b6 6c” ,

8 created nent Inspection & Maintenance",
9 updated : 748c5-35¢9-4b9e-9543-62£b01667802"
10 totalDuration tle" ‘Component Inspection & Maintenance",
11 activeDuration "created "2020-06-19T18:18:14.4962",

2 geoLonghverage 20-06-19m18:19:22.8222",

13 geoLatAverage

14 componentCodeStep: step(search: “"componentcode”)

15 €

16 value

17 ¥

18 conditionBeforeStep: step(search: "bd9adc4a-0784-417c-9cecb-7c1f8739a3d9")

19

20 substeps 3

21 i "conditionBeforestep”: {

2 stepTitle “substeps”s [

23 value

i: L ¥ “stepTitle": "Record Condition",

% runningTemperatureBeforeStep: step(search: "beforemalntenancerunningtemperature”) value’s

p b

28 value {

20 } "stepTitle": "Component Condition - Description”,
30 maintenancestep: step(search: "ComponentMaintenance”) "value": "fine"

31 4 ¥

32 activeDuration G

33 r "stepTitle': "Component Condition - Photo",
34 conditionAfterStep: Step(search: "300d2f14-6as6-4aed-a754-d917d8369376" ) Cotlor Ty O

35

36 substeps F

37 { 1

38 stepTitle b

39 value "runningTemperatureBeforeStep": {

a9 ¥ v "o "28"

a1 b b

2 runUpstep: step(search: "Runup”) *mai eStep”s null,

43 { "conditionAfterStep": {

a4 totalDuration “substeps”: [

Figure 3-9 Create the Query in the Query Designer

3.6.2. 2. Select the Output Format

The defacto output format for a GraphQL query and for any HTTP request is JSON; Excel does support the
conversion of JSON into tabular data however to make the process more convenient Onsight Flow also
allows the user to extract the data in a flat format CSV, more information on setting the output format can
be found Query Designer (on page 43)

3.6.3. 3. Execute Query from Excel

Microsoft's documentation on querying data from a web source can be found here, the approach varies
depending on the version of Excel. The example here uses version 16 of Excel.

Start a blank workbook, select the Data ribbon and then from within the Data ribbon select From Web.
From the Query Designer Exporting Queries (on page 44), ensuring you use the GET request method along
with the CSV format option and then paste the url into the dialog box that has opened in Excel.
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Figure 3-10 Paste in the copied url

After a short time Excel will display a preview of the table structure, if you are happy with the preview you
can go ahead and click Load, alternatively you can click Transform to make refinements to the ingestion
such as specifying that the first row should be treated as headers (Excel doesn't always infer this) or setting
the data format of one or more columns before proceeding with the ingestion.
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Figure 3-11 Preview the Data Format before proceeding

Once you have done this Excel will create a new sheet containing your Onsight Flow data.
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Figure 3-12 View the imported Data

3.6.4. 4. Manage the Query

3.6.4.1. Refresh

To refresh the data set to include the latest jobs click refresh within either the Data, Table Design or Query
ribbon. Refresh the data
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15 Al~ = a Eﬁ\dvam:ed Columns  Fill  Duplicates Validation ~ Data Model
r,?‘-, Refrash All Sort & Filter Data Tools
[% Refrash

Connection Properties...

Figure 3-13 Excel - Refresh Data

3.6.4.2. Query Details

To view the details of the query click on the query in the Queries & Connections panel. View Query details
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Figure 3-14 Excel - Query Details

3.6.5. A note on Power Bl

The approach above leverages Microsoft's Power Query which is shared by both Excel and Power Bl and
therefore the method for ingesting data to Power Bl is similar to that for Excel.

More to come on Power Bl soon

3.7. Example Queries

This page contains a number of example queries that you can use in the Query Designer. All of these
queries can be copied directly into the Query Designer as-is to provide a starting block for your own
queries.

Related information

Get Latest Jobs (on page 64)

Get All Reports (on page 64)

Get All Attachments (original file only) (on page 64)
Get All Attachment Thumbnails (on page 65)

Get Substep Tags (on page 65)

Get Job Level Data (on page 66)

Get All Users (on page 67)
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3.7.1. Get Latest Jobs

Gets the latest 20 jobs with some basic metadata.

{
jobs (limt: 20 order: "desc")
{
j obl d
jobTitle
wor kfl owTi tl e
creat ed
conpl et ed
total Durati on
user Name
geoLongAver age
geolLat Aver age
}
}

3.7.2. Get All Reports

Gets the latest 5 jobs containing with a list of generated PDF reports and their download link.

{

jobs (limt: 5 order: "desc")
{
jobld
jobTitle
reports
{
gener at edReportid
gener at ed
t enpl at eNane
nm nmeType
downl oadUr |

3.7.3. Get All Attachments (original file only)

Gets the latest 5 jobs containing a list of all received attachments along with download links and metadata.

Note: See below for an example on Thumbnails
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jobs (limt: 5 order: "desc")
{
jobld
jobTitle
attachment s
{
attachment |l d
stepld
uni quest epl d
stepTitle
m neType
fileSize
downl oadUr |

3.7.4. Get All Attachment Thumbnails

For the latest 5 jobs, gets their attachments and any thumbnails generated. Usually there are 3 JPEG
thumbnails (small, medium and large) generated for each image and video.

{

jobs (limt: 5 order: "desc")
{
jobld
jobTitle
attachnent s
{
attachnment | d
t hunbnai | s
{
name
creat ed
nm meType
fileSize
wi dt h
hei ght
downl oadUr |

3.7.5. Get Substep Tags

For the latest 5 jobs, get a list of all step tags captured during execution.
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jobs (limt: 5 order:

{
j obl d

jobTitle

st eps

{
subst eps
{

st epTag

}

}

}
}

"desc")

3.7.6. Get Job Level Data

For the latest 5 jobs, gather more detailed metadata on the job.

{

jobs (limt: 5 order

{
j obl d
conpl et edJobCur sor
t eamNane
wor kf | ow d
wor kf | owVer si onl d
wor kf l owTi tl e
wor kf | owTags
jobTitle
creat ed
updat ed
total Durati on
activeDuration
st at us
userld
user Name
geoLongAver age
geolLat Aver age
net adat a
{

nane
val ue

}

}

}
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3.7.7. Get All Users

Gets the list of all users and their groups

{

users {
emai | Addr ess
nane
user G oups {

nane

}

}

}
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4. Collections

Collections can be managed via the APIs

Related information

Get Collection (on page 69)

Get Collections (on page 70)

Update Collection Name (on page 71)
Create Collection (on page 72)

Delete Collection (on page 73)
Upload Collection (on page 73)

4.1. Get Collection

4.1.1. HTTP Request

GET https://gateway.flow. |ibrestream conicollections/vl/collection/{collection_id}

4.1.2. Authorization

Bearer Token

Policy Any Valid Token

4.1.3. Headers

Key

Authorization

4.1.4. Path Parameters

Parameter

collection_id

4.1.5. Response Body

69

Bearer {token}

string

Value

Type
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4.1.5.1. JSON Representation

{
“col l ections":|
{
"coll ectionld":"5e8c434572v84700018f f b2c"
"userl d":"5d8cacd37811130001e71db0",
"user Nane": "col i n. pope@ol ar ener gy. cont'
"created":"2020-04-07T09: 09: 25. 082Z7",
"l ast Updat ed": "2020- 04- 07T09: 09: 25. 0822",
"t eamNane": "col | ecti ont eant,
"name":"Col |l ection 1",
"dat aLast Changed": " 2020- 04- 07T14: 08: 21. 727Z
"header Nanes": [
"Penl D',
“Ani mal | D',
" Ani mal Nane",
"l nspectionTi me"],
"recordCount": 0,
"csvFil eNanme": "5e8c895578c444000190048e"
"csvFil eSi ze": 693,
"csvFi | eNameHi story":{
"5e8c434f 78¢c84700018f f b30": " 2020- 04- 07T09
"5e8c895578c847000190048e": "2020- 04-07T14
ir
"csvDownl oadUr | ":"https://

: 09: 35. 56372",
:08:21.7272"

wf p27dev. bl ob. core. wi ndows. net/ col | ecti onupl oads/ col | ecti ont eam 5e8c895578c444000190048e
?2sv=2019- 02- 02\ u0026sr =b\ u0026si g=RAgRRI qBxHzuTYBpYCGhZy QQwbBsPxd WCa8PqnWH7EE¥BD\ u0026st
=2021- 09- 14TO59%BA41¥8A53Z\ u0026se=2021- 09- 14TO6YBA46%BA53Z\ u0026sp=r"

}
]
}

4.2. Get Collections

4.2.1. HTTP Request

CGET https://gateway.fl ow. | i brestream confcoll ections/vl/collection

4.2.2. Authorization

Bearer Token

Policy Any Valid Token

4.2.3. Headers

Key

Value

Authorization Bearer {token}
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4.2.4. Response Body

4.2.4.1. JSON Representation

{
"coll ections":|
{
"coll ectionld":"5e8c434572v84700018f f b2c"
"userld":"5d8cacd37811130001e71db0",
"user Nane": "col i n. pope@ol ar ener gy. cont'
"created":"2020-04-07T09: 09: 25. 082Z7",
"l ast Updat ed": "2020- 04- 07T09: 09: 25. 0822",
"t eamNane": "col | ecti ont eant,
“name":"Col |l ection 1",
"dat aLast Changed": " 2020- 04- 07T14: 08: 21. 727Z",
"header Nanes": [
"Penl D',
“Ani mal | D',
" Ani mal Nanme",
"l nspectionTi me"],
"recordCount": 0,
"csvFil eNanme": "5e8c895578c444000190048e"
"csvFil eSi ze": 693,
"csvFi | eNameHi story": {
"5e8c434f 78¢c84700018f f b30": "2020- 04- 07T09: 09: 35. 5637",
"5e8c895578c847000190048e": "2020- 04- 07T14: 08: 21. 727Z"
iy

"csvDownl oadUr | ":"https://
wf p27dev. bl ob. core. wi ndows. net/ col | ecti onupl oads/ col | ecti ont eanm 5e8c895578c444000190048e
?sv=2019- 02- 02\ u0026sr =b\ u0026si g=RdgRRI gBxHzuTYBpYCGhZy QQwbBsPxd WCa8PqnWH7EE¥3D\ u0026st
=2021- 09- 14TO5%BA4198A53Z\ u0026se=2021- 09- 14TO6%YBA469BA53Z\ u0026sp=r"

}
]
}

4.3. Update Collection Name

4.3.1. HTTP Request

PUT https://gateway.fl ow. |ibrestream com coll ections/vl/collection/{collection_id}

4.3.2. Authorization

Bearer Token

Policy Any Valid Token
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4.3.3. Headers

Key
Authorization

Content-Type

4.3.4. Path Parameters

Parameter

collection_id

4.3.5. Request Body

4.3.5.1. JSON Representation

{
}

"nane": " New Col | ecti on Nane"

4.4. Create Collection

4.4.1. HTTP Request

Value
Bearer {token}

application/json

Type
string

POST https://gateway. flow. |ibrestream confcoll ections/vl/collection

4.4.2. Authorization

Bearer Token

Policy Any Valid Token

4.4.3. Headers

Key
Authorization

Content-Type

4.4.4. Request Body
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Value
Bearer {token}

application/json
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4.4.4.1. JSON Representation

{

"nane": " New Col | ecti on"

}

4.4.5. Response Body

4.4.5.1. JSON Representation

{
“coll ectionld":"61403c1230e5a30001d4440b"

}

4.5. Delete Collection

4.5.1. HTTP Request

DEL https://gateway.flow. |ibrestream conicollections/vl/collection/{collection_id}

4.5.2. Authorization

Bearer Token

Policy Any Valid Token

4.5.3. Headers

Key Value

Authorization Bearer {token}

4.5.4. Path Parameters

Parameter Type

collection_id string
4.6. Upload Collection

4.6.1. Overview
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The Collection Upload API provides a way to reliably upload files of upto 50mb by blocking them into a
sequence of parts upto 100kb that can be uploaded individually.

By using this API the application uploads a file in part, allowing it to recover from a failed request more
reliably. It means an application only needs to retry the upload of a single part instead of the entire file.

An additional benefit of blocked uploads is that parts can be uploaded in parallel, allowing for a potential
performance improvement.

The process for uploading a collection file requires a couple of API calls to be made

1. Create Collection Upload Session (on page 74): This session is used as a reference for the later
calls and sets expectations for the block sizes and files sizes.

2. File is Uploaded (on page 75): The file is uploaded as a series of blocks (N.B. if the file is small
enough it can be uploaded as a single block).

4.6.2. Notes

« Collection file size limit is 50 MB
« File block size limit is 100 KB

Related information
Create Collection Upload Session (on page 74)
Upload Collection File (on page 75)

4.6.3. Create Collection Upload Session

4.6.3.1. HTTP Request

PCST https://gateway. flow |ibrestream conf coll ections/v1l/ upload

4.6.3.2. Authorization

Bearer Token

Policy Workflow_Create (on page 32)

4.6.3.3. Headers

Key Value
Authorization Bearer {token}

Content-Type application/json

4.6.3.4. Request Body

74 4 - Collections



4.6.3.4.1. JSON Representation

{
"bl ockSi ze": 102400,

"fil eSi ze": 3134,
“friendlyFil eNane": " Exanpl eCSV. csv",
"collectionld":"61403c1230e5a30001d4440b"

4.6.3.5. Response Body

4.6.3.5.1. JSON Representation

{
}

"id":"61404bf c60e5c32001d44625"

4.6.4. Upload Collection File

4.6.4.1. HTTP Request

POST https://gateway. flow. |ibrestream confcoll ections/vl/ upl oad/{upl oad id}

4.6.4.2. Authorization

Bearer Token

Policy Workflow_Create (on page 32)

4.6.4.3. Headers

Key Value
Authorization Bearer {token}
Content-Type text/csv
Content-Length {blockSize}
Content-Range bytes {i x blockSize}-{(i+1) x blockSize}-1/{fileSize}

4.6.4.4. Path Parameters

Parameter Type

upload_id string
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4.6.4.5. Request Body

{bl ock_byt es}

4.6.4.6. Response Body

4.6.4.6.1. If the block was the final block and all blocks been uploaded
a 204 is returned

4.6.4.6.2. If the block was not the final block but has been uploaded a
202 is returned

4.6.4.7. Notes

| have a file of size 150 KB which | will uploaded in blocks of 100 KB, | multiply both of these by 1024 to
calculate the file size and block size

BLOCKSI ZE = 102400
FI LESI ZE = 153600
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5. Groups

Groups can be managed via the APIs
Related information

Get All Groups (on page 77)

Create Group (on page 78)

Get Group Details (on page 78)

Update Group Name (on page 79)
Update Group Permissions (on page 80)
Add Users to Group (on page 81)

Remove Users from Group (on page 82)
Delete Group (on page 83)

5.1. Get All Groups

5.1.1. HTTP Request

CET https://accounts.flow.|ibrestream com api/group

5.1.2. Authorization

Bearer Token

Policy Any Valid Token

5.1.3. Headers

Key

Authorization Bearer {token}

5.1.4. Response Body

5.1.4.1. JSON Representation

[

"id":"5e4a95c36abe6e0001f 80592",
"nane": " Exanpl e Group 1"

"id":"5f367fe76147f 40001def 972",
"nane": " Exanpl e Group 2"
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5.2. Create Group

5.2.1. HTTP Request

POST https://gateway. flow. |ibrestream com group

5.2.2. Authorization

Bearer Token

Policy Team_Admin (on page 30)

5.2.3. Headers

Key

Authorization Bearer {token}

5.2.4. Request Body

5.2.4.1. JSON Representation

{

"nanme": " G oup Nane"

}
5.2.5. Response Body

5.2.5.1. JSON Representation

{
"id":"5e4a95c36abe6e0001f 80592",

"nanme":" G oup Nane"

}

5.3. Get Group Details

5.3.1. HTTP Request

GET https://gateway.fl ow. |ibrestream con group/{group_id}
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5.3.2. Authorization

Bearer Token

Policy Any Valid Token

5.3.3. Headers

Key

Authorization Bearer {token}

5.3.4. Path Parameters

Parameter

group_id string

5.3.5. Response Body

5.3.5.1. JSON Representation

{
"groupl d': "5e4a95c36abe6e0001f 80592",

"t eamNane": " Exanpl e Teant,
"nane": " Exampl e Group 1",
"| ower caseNane": "exanpl e group 1",
"created":"2020-03-02T11: 08: 302",
"users":|
"5d8cab89860b81lefr 16b196a",
"5d91f 997ccf ebacf 01dc9dcl"],
"perm ssions":{
"dataVi ewer":true,
"editor":true,
"modi fier":true
}
}

5.4. Update Group Name

5.4.1. HTTP Request

PUT https://gateway.fl ow. |ibrestream com api/group/{group_id}

5.4.2. Authorization

Bearer Token
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Policy Any Valid Token

5.4.3. Headers

Key

Authorization Bearer {token}

5.4.4. Path Parameters

Parameter

group_id

5.4.5. Request Body

5.4.5.1. JSON Representation

{

"nane": " New G oup Nane"

}

5.4.6. Response Body

5.4.6.1. JSON Representation

{
"id":"5e4a95c36abe6e0001f 80592",

"nanme": " New G oup Nanme"

}

5.5. Update Group Permissions

5.5.1. HTTP Request

Value

Type

PUT https://gateway.flow. |ibrestream coniapi/group/{group_id}/perm ssions

5.5.2. Authorization

Bearer Token

Policy Team_Admin (on page 30)
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5.5.3. Headers

Key Value

Authorization Bearer {token}

5.5.4. Path Parameters

Parameter Type

group_id string

5.5.5. Request Body

5.5.5.1. JSON Representation

{

"dat aVi ewer":"true",
"editor":"true",
"modi fier":"true",
"executor":"true",
"approver":"fal se"

}

5.6. Add Users to Group

5.6.1. HTTP Request

PUT https://gateway.flow. |ibrestream coniapi/group/{group_id}/users

5.6.2. Authorization

Bearer Token

Policy Team_Admin (on page 30)

5.6.3. Headers

Key Value

Authorization Bearer {token}
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5.6.4. Path Parameters

Parameter

group_id string

5.6.5. Request Body

5.6.5.1. JSON Representation

[
" 5dd501931da0b45001bf 0da3",

"5dd501931da0b30551bf Or a3"
]

User Ids of the users to be added are given in json body.

5.7. Remove Users from Group

5.7.1. HTTP Request

Type

DEL https://gateway.flow. |ibrestream coniapi/group/{group_id}/users

5.7.2. Authorization

Bearer Token

Policy Team_Admin (on page 30)

5.7.3. Headers

Key

Authorization Bearer {token}

5.7.4. Path Parameters

Parameter

group_id string

5.7.5. Request Body
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5.7.5.1. JSON Representation

[
"5dd501931da0b45001bf 0da3",

"5dd501931da0b30551bf Or a3"
]

User Ids of the users to be added are given in json body.

5.8. Delete Group

5.8.1. HTTP Request

DEL https://accounts.flow. |ibrestream cont api/group/{group id}

5.8.2. Authorization

Bearer Token

Policy Team_Admin (on page 30)

5.8.3. Headers

Key Value

Authorization Bearer {token}

5.8.4. Path Parameters

Parameter Type

group_id string
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6. Jobs

Jobs can be managed via the APIs

Related information

Get All Jobs (on page 85)

Get Jobs by Workflow Id (on page 87)
Get Snapshots of a Job (on page 89)
Get Job by Client Job Id (on page 90)
Get Job by Job Id (on page 92)

Get My Jobs (on page 94)

Abort a Job (on page 96)

Delete a Job (on page 97)

Assign User to a Job (on page 97)
Exclude a Job (on page 98)

Add Metadata to a Job (on page 99)
Create a Job (on page 99)

Abort Jobs for an User (on page 102)
Basic Sync (on page 103)

Update a Job (on page 105)

6.1. Get All Jobs

6.1.1. HTTP Request

GET https://gateway.fl ow. |ibrestream con jobs/vl/ ?{skip}&limt}

6.1.2. Authorization

Bearer Token

Policy Job_ReadAll (on page 26)

6.1.3. Headers

Key

Authorization

6.1.4. Query Parameters

Parameter
skip

limit
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Value

Bearer {token}

Type
integer

integer
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NB: Skip - To skip first {skip} number of jobs, Limit - To limit the results to {limit} number of jobs. Default
limit is 20.

6.1.5. Response Body

6.1.5.1. JSON Representation

[
{

86

{

"jobld":"5fa2a458980724000149r q40",
"met adat a": {
“clientJobld":"8a07blc0-56ba-433d-8a24- adddgh3e150c"
"wor kf | om d": " a454a699- 173f - 429e- b6cd- f ef d92dOaler",
"wor kf | owVer si onl d": "c683d13a- 4cda- 4683- 1276- e7f cf b9clc52"
"jobTitle":"Exanpl e Workfl ow Job 1",
"met adat a": {
"Schedul edJobl d": "5f a2a3d17af cbh9000179ad01",
"Schedul edTaskl d": "c95a93e0- b24f - 44c3- a62f - 7304c7ea7f 2a"
1
"created":"2020-11-04T12: 53: 42. 266Z",
"updat ed": " 2020-11- 04T12: 53: 46. 676Z",
"nmodi fied":"2020-11-04T12: 53: 472",
"status":"Paused",
"user | d":"5d8cac54860b8100016b1987",
“current Step":{
"singl eStep": {
"val ues": [

]

] H
"uni queSt epl d": " 0f f ad266- 89e0- 4659- 936b- cOf 92d043c81",

“previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",
"user Nane": "api . user 1@xanpl e. cont',
“devi cel d": nul |
"stepld":"41443154-f511-478b- bcca- 849440421061",
"st epNunber": 1,
"stepTitle":"Enter Text",
"stepDescription":"",
"stepType": " Text",
“connecti onType": nul |
"started":"2020-11-04T12: 53: 42. 6872",
“conpl eted": nul |,
"updat ed": "2020-11- 04T12: 53: 46. 664Z",
“cancel | ed": nul |
"timeEvents": {

"2020- 11- 04T12: 53: 46. 664Z": 0

al ueResourcel ds": |

note":null,

"not eResour ceFi | enanmes” : nul |
"coordi nat es": nul |
"parent St epl d": nul |

"par ent Uni queSt epl d": nul |
"parent StepTitle": null

"par ent St epDescri ption": null
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“met adat a": {
Ilt agsII : nn

}
}

eport Step": nul |
}

bandonReason": nul | ,
"usernane": "api.user l@xanpl e. cont',
“wor kf | omNane": " Exanpl e Wor kf | ow"

}
“conpl et edSt eps": nul |,
“cancel | edSt eps": nul I,
"tean': "apiteant,

"hi erarchyStack": nul |,
"packetlds":null,

"j obExcl usi on": [

]

xcl uded": f al se

6.2. Get Jobs by Workflow Id

6.2.1. HTTP Request

GET https://gateway.flow |ibrestream conijobs/vl/ workfl ow {workfl ow_ i d}

6.2.2. Authorization

Bearer Token

Policy Job_ReadAll (on page 26)

6.2.3. Headers

Key Value

Authorization Bearer {token}

6.2.4. Path Parameters

Parameter Type

workflow_id string

6.2.5. Response Body
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6.2.5.1. JSON Representation

[

{
“j obl d": " 5f a2a458980724000149r q40" ,

"met adat a": {
“clientJobld":"8a07blc0-56ba-433d-8a24- adddgb3e150c",
"wor kfl om d": " a454a699- 173f - 429e- b6cd- f ef d92dOaler ",
"wor kf | owVer si onl d": "c683d13a- 4cda- 4683- 1276- e7f cf b9cl1lc52",
"jobTitle":"Exanpl e Workfl ow Job 1",
"met adat a": {
"Schedul edJobl d": "5f a2a3d17af cbh9000179ad01",
"Schedul edTaskl d": "c95a93e0- b24f - 44c3- a62f - 7304c7ea7f 2a"

created":"2020-11-04T12: 53: 42. 266Z7",
"updat ed": "2020- 11- 04T12: 53: 46. 676Z",
"modi fied":"2020-11-04T12:53: 477",
"status":"Paused",
"user | d":"5d8cac54860b8100016b1987",
“current Step":{
"singl eStep": {

"val ues": [

]

] H
"uni queSt epl d": " 0f f ad266- 89e0- 4659- 936b- cOf 92d043c81",

“previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",
"user Nane": "api . user 1@xanpl e. con',
"devi celd": nul I,
"stepld":"41443154-f511-478b- bcca-849440421061",
"st epNunber": 1,
"stepTitle":"Enter Text",
"stepDescription":"",
"stepType": " Text",
"connectionType": nul |,
"started":"2020-11-04T12: 53: 42. 687Z",
“conpl eted": nul |,
"updat ed": "2020- 11- 04T12: 53: 46. 664Z",
"“cancel | ed": nul |,
"timeEvents":{

"2020-11-04T12: 53: 46. 664Z": 0

al ueResour cel ds": [

note": null,
"not eResour ceFi | enanmes”: nul |,
"coordi nates": nul |,
"parent Stepld": nul I,
“parent Uni queSt epl d": nul I,
"parent StepTitle":null,
"par ent St epDescri ption":null,
"met adat a": {
"tags":""
}
}

eport Step": nul |
}

bandonReason": nul | ,
"usernane": "api . user l@xanpl e. cont',
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“wor kf | omNane": " Exanpl e Wor kf | ow"
}

onpl et edSt eps”: nul |,
“cancel | edSt eps": nul I,
"tean': "apiteant,
"hi erarchyStack": nul I,
"packetlds":null,
"j obExcl usi on": [

]

xcl uded": f al se

s
{

"j obl d":"5f046ecf 7df 8a5000110cc54",

“met adat a": {
"clientJobld":"f6ec68ae-al0b9-4725- aef 4- 9f b224be8e9d",
"wor kfl oM d": "a454a699- 173f - 429e- b6cd- f ef d92dOaler"”,
“wor kf | owVer si onl d": "c683d13a- 4cda- 4683- 1276- e7f cf b9c1c52",
"jobTitle":"Exanpl e Workfl ow Job 2",
"met adat a" : {
s
"created":"2020-07-07T12: 47: 09. 2812",
"updat ed": "2020-07-07T12: 47: 17. 619Z",
"nodi fied":"2020-07-07T12: 47: 172",
"status":"Conpl eted",
"userld":"5d8cac54860b8103416b1987",
“current Step":null,
"abandonReason": nul | ,
"usernane": "api . user2@xanpl e. cont',
“wor kf | omNane": " Exanpl e Wor kf | ow"

s

“conpl et edSt eps": nul |,

“cancel | edSt eps": nul |,

"team': "testteant,

"hi erarchyStack": nul I,

"packet1ds": null,

"j obExcl usi on": [

1,

"excl uded": fal se

}

6.3. Get Snapshots of a Job

6.3.1. HTTP Request

CGET https://gateway.fl ow. | i brestream conijobs/vl/ snapshots/{client job_id}

6.3.2. Authorization

Bearer Token

Policy Job_ReadAll (on page 26)
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6.3.3. Headers

Key Value

Authorization Bearer {token}

6.3.4. Path Parameters

Parameter Type

client_job_id string

6.3.5. Response Body

6.3.5.1. JSON Representation

6.4. Get Job by Client Job Id

6.4.1. HTTP Request

GET https://gateway.fl ow. |ibrestream con jobs/vl/{client_job_id}

6.4.2. Authorization

Bearer Token

Policy Job_Read (on page 26)

6.4.3. Headers

Key Value

Authorization Bearer {token}

6.4.4. Path Parameters

Parameter Type

client_job_id string

6.4.5. Response Body
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6.4.5.1. JSON Representation

[

{
“j obl d": " 5f a2a458980724000149r q40" ,

"met adat a": {
“clientJobld":"8a07blc0-56ba-433d-8a24- adddgb3e150c",
"wor kfl om d": " a454a699- 173f - 429e- b6cd- f ef d92dOaler ",
"wor kf | owVer si onl d": "c683d13a- 4cda- 4683- 1276- e7f cf b9cl1lc52",
"jobTitle":"Exanpl e Workfl ow Job 1",
"met adat a": {
"Schedul edJobl d": "5f a2a3d17af cbh9000179ad01",
"Schedul edTaskl d": "c95a93e0- b24f - 44c3- a62f - 7304c7ea7f 2a"

created":"2020-11-04T12: 53: 42. 266Z7",
"updat ed": "2020- 11- 04T12: 53: 46. 676Z",
"modi fied":"2020-11-04T12:53: 477",
"status":"Paused",
"user | d":"5d8cac54860b8100016b1987",
“current Step":{
"singl eStep": {

"val ues": [

]

] H
"uni queSt epl d": " 0f f ad266- 89e0- 4659- 936b- cOf 92d043c81",

“previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",
"user Nane": "api . user 1@xanpl e. con',
"devi celd": nul I,
"stepld":"41443154-f511-478b- bcca-849440421061",
"st epNunber": 1,
"stepTitle":"Enter Text",
"stepDescription":"",
"stepType": " Text",
"connectionType": nul |,
"started":"2020-11-04T12: 53: 42. 687Z",
“conpl eted": nul |,
"updat ed": "2020- 11- 04T12: 53: 46. 664Z",
"“cancel | ed": nul |,
"timeEvents":{

"2020-11-04T12: 53: 46. 664Z": 0

al ueResour cel ds": [

note": null,
"not eResour ceFi | enanmes”: nul |,
"coordi nates": nul |,
"parent Stepld": nul I,
“parent Uni queSt epl d": nul I,
"parent StepTitle":null,
"par ent St epDescri ption":null,
"met adat a": {
"tags":""
}
}

eport Step": nul |
}

bandonReason": nul | ,
"usernane": "api . user l@xanpl e. cont',
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“wor kf | omNane": " Exanpl e Wor kf | ow"

}
“conpl et edSt eps": nul |,
“cancel | edSt eps": nul I,
"tean': "apiteant,

"hi erarchyStack": nul |
"packetlds":null,

"j obExcl usi on": [

]

xcl uded": f al se

6.5. Get Job by Job Id

6.5.1. HTTP Request

GET https://gateway.flow |ibrestream con jobs/v1/bson/{job_id}

6.5.2. Authorization

Bearer Token

Policy Job_Read (on page 26)

6.5.3. Headers

Key Value

Authorization Bearer {token}

6.5.4. Path Parameters

Parameter Type

job_id string

6.5.5. Response Body

6.5.5.1. JSON Representation

[

{
“jobl d":"5fa2a458980724000149r q40",

"met adat a": {
“clientJobld":"8a07blc0O-56ba-433d- 8a24- adddgb3e150c",
"wor kf | om d": " a454a699- 173f - 429e- b6cd- f ef d92dOaler ",
"wor kf | owVer si onl d": "c683d13a- 4cda- 4683- 1276- e7f cf b9cl1lc52",

92

6 - Jobs



"jobTitle":"Exanpl e Workfl ow Job 1",
“met adat a": {

"Schedul edJobl d": "5f a2a3d17af cbh9000179ad01",

"Schedul edTaskl d": "c95a93e0- b24f - 44c3- a62f - 7304c7ea7f 2a"
B
"created":"2020-11-04T12: 53: 42. 266Z",
"updat ed": "2020- 11- 04T12: 53: 46. 676Z",
"modi fied":"2020-11-04T12: 53: 472",
"status":"Paused",
"userld":"5d8cac54860b8100016b1987",
“current Step":{

"singl eStep":{

"val ues": [

]

al ueResour cel ds": [

1,
"uni queSt epl d": " Of f ad266- 89e0- 4659- 936b- cOf 92d043c81",
“previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",
"user Nane": "api . user 1@xanpl e. cont'
"devi cel d": nul |
"stepld":"41443154-f511-478b- bcca- 849440421061",
"st epNunber": 1,
"stepTitle":"Enter Text",
"stepDescription":"",
"stepType": " Text",
"connecti onType": nul |
"started":"2020-11-04T12: 53: 42. 687Z2",
"conpl et ed": nul |
"updat ed": "2020- 11- 04T12: 53: 46. 664Z" ,
"cancel | ed": nul |
"timeEvents":{

"2020- 11- 04T12: 53: 46. 664Z": 0

}

ote":null,
"not eResour ceFi | enanmes”: nul |,
"coordi nates": nul |,
"parent Stepld": null,
"par ent Uni queSt epl d": nul I,
"parent StepTitle":null,
" par ent St epDescri ption": null,
“met adat a": {
"tags":""

}
}

eport Step": nul |
}

bandonReason": nul |,
"usernane": "api.user l@xanpl e. cont',
“wor kf | omNane": " Exanpl e Wor kf | ow"

}

onpl et edSt eps": nul I,
“cancel | edSt eps": nul I,
"tean': "apiteant,

"hi erarchyStack": nul |,
"packetlds":null,
"j obExcl usi on": [

]

xcl uded": f al se
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b
{
"j obl d": " 5f 046ecf 7df 8a5000110cc54"

“met adat a": {

"clientJobld":"f6ec68ae-alb9-4725- aef 4- 9f b224be8e9d",
"wor kf | owm d": " a454a699- 173f - 429e- b6cd- f ef d92d0aler ",

"wor kf | owVer si onl d": " c683d13a- 4cda- 4683- 1276- e7f cf b9c1c52",

"jobTitle":"Exanpl e Workfl ow Job 2",
“met adat a": {

}

"nmodi fied":"2020-07-07T12: 47: 172",
"status":"Conpl eted",
"userld":"5d8cac54860b8103416b1987",
“current Step":null,
"abandonReason": nul I,
"usernane": "api . user2@xanpl e. cont',
“wor kf | omNane": " Exanpl e Wor kf | ow"
}
“conpl et edSt eps": nul |,
“cancel | edSt eps": nul I,
"team': "testteant,
"hi erarchyStack": nul I,
"packet1ds": null,
"j obExcl usi on": [

]

"excl uded": f al se

6.6. Get My Jobs

6.6.1. HTTP Request

"created":"2020-07-07T12: 47: 09. 281Z7",
"updat ed": "2020-07-07T12: 47: 17. 619Z",

GET https://gateway.flow |ibrestream conijobs/vl/ nmy/ ?{skip}&limt}

6.6.2. Authorization

Bearer Token

Policy Job_Read (on page 26)

6.6.3. Headers

Key

Authorization
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6.6.4. Query Parameters

Parameter Type
skip integer

limit integer

NB: Skip - To skip first {skip} number of jobs, Limit - To limit the results to {limit} number of jobs. Default
limit is 20.

6.6.5. Response Body

6.6.5.1. JSON Representation

[

{
"jobld":"5fa2a458980724000149r q40",

“met adat a": {

“clientJobld":"8a07blc0-56ba-433d-8a24- adddgb3e150c",
"wor kfl oM d": "a454a699- 173f - 429e- b6cd- f ef d92dOaler"”,
"wor kf | owVer si onl d": "c683d13a- 4cda- 4683- 1276- e7f cf b9c1c52"
"jobTitle":"Exanpl e Workfl ow Job 1",
“met adat a": {

"Schedul edJobl d": " 5f a2a3d17af cbh9000179ad01",

"Schedul edTaskl d": " c95a93e0- b24f - 44c3- a62f - 7304c7ea7f 2a"
s
"created":"2020-11-04T12: 53: 42. 266Z",
"updat ed": "2020- 11- 04T12: 53: 46. 676Z",
"nodi fied":"2020-11-04T12: 53: 472",
"status":"Paused",
"userld":"5d8cac54860b8100016b1987",
“current Step":{

"singl eStep":{

"val ues": [

]

al ueResour cel ds": [

],
"uni queSt epl d": " Of f ad266- 89e0- 4659- 936b- cOf 92d043c81",
“previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",
"user Nane": "api . user 1@xanpl e. cont'
"devi cel d": nul |
"stepld":"41443154-f511-478b- bcca- 849440421061",
"st epNunber": 1,
"stepTitle":"Enter Text",
"stepDescription":"",
"stepType": " Text",
"connecti onType": nul |
"started":"2020-11-04T12: 53: 42. 687Z2",
“conpl et ed": nul |
"updat ed": "2020- 11- 04T12: 53: 46. 664Z",
"cancel | ed": nul |
"timeEvents":{

"2020-11-04T12: 53: 46. 664Z": 0
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}

ote":null,
"not eResour ceFi | enanmes”: nul |,
"coordi nates": nul |,
"parent Stepld": null,
"parent Uni queSt epl d": nul I,
"parent StepTitle":null,
" par ent St epDescri ption": null,
“met adat a": {
"tags":""

}

}

eport Step": nul |
}

bandonReason": nul |,

"usernane": "api.user l@xanpl e. cont',
“wor kf | omNane": " Exanpl e Wor kf | ow"

}

onpl et edSt eps": nul I,
“cancel | edSt eps": nul I,
"teant: "apiteant,

"hi erarchyStack": nul I,
"packet1ds": null,
"j obExcl usi on": [

]

xcl uded": f al se

6.7. Abort a Job

6.7.1. HTTP Request

POST https://gateway. flow. |ibrestream com jobs/vl/{client_job_ id}/abort

6.7.2. Authorization

Bearer Token

Policy Job_Read (on page 26)

6.7.3. Headers

Key Value

Authorization Bearer {token}
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6.7.4. Path Parameters

Parameter Type

client_job_id string

NB: Only incomplete jobs can be aborted.

6.8. Delete a Job

6.8.1. HTTP Request

DEL https://gateway.flow. |ibrestream conijobs/vl/{client_job_id}

6.8.2. Authorization

Bearer Token

Policy Job_Modify (on page 25)

6.8.3. Headers

Key Value

Authorization Bearer {token}

6.8.4. Path Parameters

Parameter Type

client_job_id string

6.9. Assign User to a Job

6.9.1. HTTP Request

POST https://gateway. flow. |ibrestream conijobs/vl/{client_ job id}/assign/{user _id}

6.9.2. Authorization

Bearer Token

Policy Job_Read (on page 26)
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6.9.3. Headers

Key Value

Authorization Bearer {token}

6.9.4. Path Parameters

Parameter Type
client_job_id string

user_id string

NB: Aborted and Completed jobs can't be assigned to another user.

6.10. Exclude a Job

6.10.1. HTTP Request

PUT https://gateway.flow. |librestream conijobs/vl/{client job_id}

6.10.2. Authorization

Bearer Token

Policy Job_ReadAll (on page 26)

6.10.3. Headers

Key Value

Authorization Bearer {token}

6.10.4. Path Parameters

Parameter Type

client_job_id string

6.10.5. Request Body
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6.10.5.1. JSON Representation

{
"userld": "5d8cac54860b8103316b1987",
“reason": "Api Exclude Job Test",
"i sExcl uded": "true"

}

6.11. Add Metadata to a Job

6.11.1. HTTP Request

POST https://gateway. flow |ibrestream confjobs/vl/{client_job_ id}/metadata

6.11.2. Authorization

Bearer Token

Policy Job_Modify (on page 25)

6.11.3. Headers

Key

Authorization

6.11.4. Path Parameters

Parameter

client_job_id

6.11.5. Request Body

6.11.5.1. JSON Representation

{
}

"key": "val ue"

6.12. Create a Job

29

Value

Bearer {token}

Type
string
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6.12.1. HTTP Request

POST https://gateway. flow. |ibrestream contjobs/vl

6.12.2. Authorization

Bearer Token

Policy Workflow_Execute (on page 33)

6.12.3. Headers

Key

Authorization Bearer {token}

6.12.4. Request Body

6.12.4.1. JSON Representation

{

"met adat a": {
“clientJobld":"cb3dc8dc-4162-47c4- af 05- 3575034f 99e5"
“wor kf | owl d": " b62f 2507- b4e7- 4248- 83d3- 29c03a158f be"
“wor kf | owVer si onl d": "2831f 333- af 02- 4d89- 875d- Obceadebl6ed",
"jobTitle":"Api Test 2",

"met adat a": {
"Keyl":"V1",
}
"created":"2021-10-01T12: 48: 12. 2157",
"updat ed": "2021-10- 01T12: 48: 13. 824Z",
“modi fied":"2021-10-01T12: 48: 147",
"status":"Conpl eted",
"userld":"5d8cac54860b8103316b1987",
"current Step":null,
"abandonReason": nul |
"usernane": "api.user l@xanpl e. cont
"wor kf | omNane": " Exanpl e Wor kf | ow"
}
"conpl et edSt eps": [
{
"singl eStep":{

"val ues": [

]

],
"uni queSt epl d": " c025f 569- 8148- 4a75- a2e8- a9bc19da911d"

"previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",

"user Nane": "api . user 1@xanpl e. cont'
"deviceld": null
"stepld":"ec7eee0d-5115-4141-847a-64c28694dde2"

al ueResour cel ds": [

100

Value

6 - Jobs



"st epNunber": 1,
"stepTitle":"Instruction",
"stepDescription":"",
"stepType": " Confirnfstep",
"connectionType": nul |,
"started":"2021-10-01T12: 48: 12. 265Z2",
"conpl eted": "2021-10- 01T12: 48: 13. 82",
"updat ed": "2021-10- 01T12: 48: 13. 87",
"cancel | ed": nul I,
“ti meEvents":null,
"note": null,
"not eResour ceFi | enanes”: nul |,
"coordi nates": nul |,
"parent Stepld": null,
"parent Uni queSt epl d": nul I,
"parent StepTitle":null,
" par ent St epDescri ption": null,
"met adat a" : {

"tags":""

}
}

H

“cancel | edSt eps": nul I,
"teant: "apiteant,

"hi erarchyStack": nul I,
"packet1ds": null,

"j obExcl usi on": [

]

eport Step": nul |

xcl uded": f al se

6.12.5. Response Body

6.12.5.1. JSON Representation

{
"jobld":"615704cbb249f b12315f cf bc",

"“met adat a": {

“clientJobld":"cb3dc8dc-4162-47c4- af 05- 3575034f 99e5",
"wor kf | owm d": " b62f 2507- b4e7- 4248- 83d3- 29c03al158f be",
"wor kf | owVer si onl d": " 2831f 333- af 02- 4d89- 875d- Obceadebl6ed",

"jobTitle":"Api Test 2",
"“met adat a": {

"Keyl":" V1",
}

"created":"2021-10-01T12: 48: 12. 2157",
"updat ed": "2021-10-01T12: 48: 13. 824Z",
"nmodi fied":"2021-10-01T12: 48: 142",
"status":"Conpl eted",
"userld":"5d8cac54860b8103316b1987",
“current Step":null,

"abandonReason": nul |,

"usernane": "api.user l@xanpl e. conm',
"wor kf | omNane": " Exanpl e Wor kf | ow"
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"conpl et edSt eps": [
{
"singl eStep":{
"val ues": [

]

],
"uni queSt epl d": " c025f 569- 8148- 4a75- a2e8- a9bc19da911d",
“previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",
"user Nane": "api . user 1@xanpl e. cont',
"deviceld": null,
"stepld":"ec7eee0d-5115-4141-847a-64c28694dde2",
"st epNunber": 1,
"stepTitle":"Instruction",
"stepDescription":"",
"stepType": " Confirnfstep",
"connectionType": nul |,
"started":"2021-10-01T12: 48: 12. 265Z",
"conpl eted": "2021-10- 01T12: 48: 13. 82",
"updat ed": "2021-10- 01T12: 48: 13. 87",
"cancel | ed": nul I,
“ti meEvents":null,
"note": null,
"not eResour ceFi | enanes”: nul |,
"coordi nates": nul |,
"parent Stepld": null,
" par ent Uni queSt epl d": nul |,
"parent StepTitle":null,
" par ent St epDescri ption": null,
“met adat a": {
"tags":""
}

al ueResour cel ds": [

}

H

“cancel | edSt eps": nul |,
"teant: "apiteant,

"hi erarchyStack": nul I,
"packetlds":null,

"j obExcl usi on": [

]

eport Step": nul |

xcl uded": f al se

6.13. Abort Jobs for an User

6.13.1. HTTP Request

PUT https://gateway.fl ow. |ibrestream com jobs/vl/abort/?{userld}

6.13.2. Authorization

Bearer Token
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Policy Job_Modify (on page 25)

6.13.3. Headers

Key Value

Authorization Bearer {token}

6.13.4. Query Parameters

Parameter Type

userld string

NB: Only incomplete jobs can be aborted. When an User Id is not specified it would delete all users/team'’s
incomplete jobs.

6.14. Basic Sync

6.14.1. Overview

BasicSync endpoint can be used in 3 ways.
1. Creates a job if one with the current client job id doesn't exist.
2. Updates a job if the job exists already.

3. Aborts the job if the job is being updated and the status is 'Aborted'.
6.14.2. HTTP Request

POST https://gateway. flow. |ibrestream conjobs/vl/basi cSync

6.14.3. Authorization

Bearer Token

Policy Workflow_Execute (on page 33)

6.14.4. Headers

Key Value

Authorization Bearer {token}

6.14.5. Request Body
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6.14.5.1. JSON Representation

{

"met adat a": {

}

]

] H
"uni queSt epl d": " c025f 569- 8148- 4a75- a2e8- a9bc19da911d",

“clientJobld":"cb3dc8dc-4162-47c4- af 05- 3575034f 99e5",
"wor kf | owm d": " b62f 2507- b4e7-4248- 83d3- 29c03al158f be",
"wor kf | owVer si onl d": " 2831f 333- af 02- 4d89- 875d- Obceadebl6ed",
"jobTitle":"Api Test 2",
"met adat a": {

"Keyl":" V1",

"created":"2021-10-01T12: 48: 12. 2157",
"updat ed": "2021-10-01T12: 48: 13. 824Z",
"nmodi fied":"2021-10-01T12: 48: 142",
"status":"Conpl eted",
"userld":"5d8cac54860b8103316b1987",
“current Step":null,

"abandonReason": nul | ,

"usernane": "api.user l@xanpl e. con',
"wor kf | omNane": " Exanpl e Wor kf | ow"

onpl et edSt eps": [

"singl eStep":{

"val ues": [

al ueResour cel ds": [

“previ ousUni queSt epl d": "",
"userld":"5d8cac54860b8103316b1987",
"user Nane": "api . user 1@xanpl e. con',
"devi celd": nul I,
"stepld":"ec7eee0d-5115-4141-847a- 64c28694dde2",
"st epNunber": 1,
"stepTitle":"lInstruction",
"stepDescription":"",
"stepType": " Confirnttep",
"connectionType": nul |,
"started":"2021-10-01T12: 48: 12. 265Z",
“conpl et ed": "2021-10-01T12: 48: 13. 872",
"updat ed": "2021-10-01T12: 48: 13. 82",
"“cancel | ed": nul |,
“ti meBEvents":null,
“note":null,
"not eResour ceFi | enanmes”: nul |,
"coordi nates": nul |,
"parent Stepld": nul I,
“parent Uni queSt epl d": nul I,
"parent StepTitle":null,
"par ent St epDescri ption":null,
"met adat a": {

"tags":""

}

eport Step": nul |

“cancel | edSt eps": nul |,
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“"teani: "apiteant,

"hi erarchyStack": nul I,
"packetlds":null,

"j obExcl usi on": [

]

xcl uded": f al se

6.15. Update a Job

6.15.1. HTTP Request

POST https://gateway.flow. |ibrestream con jobs/vl/{client_job_id}

6.15.2. Authorization

Bearer Token

Policy Job_Modify (on page 25)

6.15.3. Headers

Key Value

Authorization Bearer {token}

6.15.4. Path Parameters

Parameter Type

client_job_id string

6.15.5. Request Body
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6.15.5.1. JSON Representation

{

"met adat a": {
"clientJobld":"cb3dc8dc-4162-47c4- af 05- 3575034f 99e5",
"wor kfl ow d": "b62f 2507- b4e7- 4248- 83d3- 29¢03al158f be",
"wor kf | owVer si onl d": "2831f 333- af 02- 4d89- 875d- Obceadebl6ed",
"jobTitle":"Api Test 2 - Updated nane",
"met adat a": {
"Keyl":" V1",
}

"created":"2021-10-01T12: 48: 12. 2157",
"updat ed": "2021-10-01T12: 48: 13. 824Z",
"modi fied":"2021-10-01T12: 48: 147",
"status":"Paused",

"userl d":"5d8cac54860b8103316b1987",
“current Step":null,

"abandonReason": nul |,

"usernane": "api.user l@xanpl e. con',
"wor kf | omNane": " Exanpl e Wor kf | ow"
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7. Report Generator

Report Generator can be managed via the APIs
Related information

Generate a Report (on page 107)
Generate Report by Report Template Id (on page 108)

7.1. Generate a Report

7.1.1. HTTP Request

POST https://gateway. flow. |ibrestream conifreportgenerator/vl/ generate?{jobld}

7.1.2. Authorization

Bearer Token

Policy Reports_Read (on page 28)

7.1.3. Headers

Key Value

Authorization Bearer {token}

7.1.4. Query Parameters

Parameter Type

jobld string

7.1.5. Response Body

7.1.5.1. JSON Representation

{
"jobld":"615af 46c3396ba3001e40675",

"status":"Conpl eted",

“reportUrl":"https://
wf p27dev. bl ob. core. wi ndows. net/ report pdf s/ api t eanl 615af 46c3496ba0301c40675_5eb113b42f af 0
f 254b192de7?sv=2019- 02- 02&sr =b&si g=y068gz J0upnwSwwXD7 EMh0Qygz 9l Rpj TTCs SO g5nEYBD&st =202
1-12- 09T13%3A4198A4272&s€=2021- 12- 09T14YBAA6YBA42Z&sp=r "

}
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7.2. Generate Report by Report Template Id

7.2.1. HTTP Request

POST

https://gateway. fl ow. | i brestream com reportgenerator/vl/ generate/{reportTenpl ateld}?{jo

bl d}

7.2.2. Authorization

Bearer Token

Policy Reports_Read (on page 28)

7.2.3. Headers

Key

Authorization

7.2.4. Query Parameters

Parameter
jobld

7.2.5. Path Parameters

Parameter

reportTemplateld

7.2.6. Response Body

7.2.6.1. JSON Representation

{
"jobld":"615af 46c3396ba2001e40675"

"status":"Conpl eted",

"reportUrl":"https://

Value

Bearer {token}

Type
string

Type
string

wf p27dev. bl ob. core. wi ndows. net/ report pdf s/ api t eanl 615af 46c3396ba0301c40675_5eb113b42f af 0
f254b192de7?sv=2019- 02- 02&sr =b&si g=y068gz JOupnOnSwnXD7 EM0Qygz 9l Rpj TTCs SOt q5nE¥BD&st =202
1-12- 09T139%8A4198A42Z28se=2021- 12- 09T1498A469BA42Z8&sp=r"

}
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8. Reports

Report Generator can be managed via the APIs

Related information
Get PDF by Client Job Id (on page 109)

8.1. Get PDF by Client Job Id

8.1.1. HTTP Request

GET https://gateway.fl ow |ibrestream conireports/vl/ generate/{clientJobld}

8.1.2. Authorization

Bearer Token

Policy Reports_Read (on page 28)

8.1.3. Headers

Key Value

Authorization Bearer {token}

8.1.4. Query Parameters-1234

Parameter Type

getUrlOnly boolean

8.1.5. Path Parameters

Parameter Type

clientJobld string

8.1.6. Response Body

8.1.6.1. JSON Representation

https://w p27dev. bl ob. cor e. wi ndows. net/report pdfs/testteanl 615af 46c3e96ba0001c4067
_5eb113b42f af 0Of 254b092de7?sv=2019- 02- 02&sr =b&si g=%2FYxBFVI s62i HEv73AwWdkzLZ9pJm r UP
VWH SngQQx7Po¥%8D&st =2021- 12- 10T1298AWBYBA23Z&se=2021- 12- 10T13¥BA13%BA23Z&sp=r
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9. Report Templates

Report Templates can be managed via the APIs

Related information

Get All Report Templates (on page 111)
Get Report Template (on page 113)

Get Report Template Names (on page 114)
Get Default Template (on page 115)

Delete Report Template (on page 115)

Set Default Report Template (on page 116)
Unset Default Report Template (on page 117)
Create Report Template (on page 117)
Update Template Metadata (on page 118)
Update Report Template (on page 119)

9.1. Get All Report Templates

9.1.1. HTTP Request

GET https://gateway.flow |ibrestream conireporttenplates/vl

9.1.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.1.3. Headers

Key Value

Authorization Bearer {token}

9.1.4. Response Body

9.1.4.1. JSON Representation

[

{
"report Tenpl at el d": " 5ec4f Of de9ef aa03011a07bc",

"nane": " Exanpl e Report 1",
"description":"To denp report tenplates apis",
"tenplate":{
"tenplateld":"601291dd90a363400112¢c636",
"t enpl at eBodyFi | e": {
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nanme": " Body tenpl ate",
"uri":"le74cc05-3304-497b- 9690- 35481cd61149"
"content Type": "text/htm",

"downl oadUr| ":"https://
wf p27dev. bl ob. core. wi ndows. net/reporttenpl ates/testteam 1le74cc05-4304-497b- 9690- 35481cd6
1349?sv=2019- 02- 02&sr =b&si g=AKhr BbbunnVDpl %2BEt Ul | TA39HZ5G5) 0y c MP3%2 FGaHf ek¥8D&st =2021- 1
0- 08TO7¥8A10%B8A11Z&se=2021- 10- 08TO8YBAL5YBA11Z&sp=r"},
“tenpl at eHeaderFi | e": {

"nanme": " Header tenplate",

"uri":"f42d00af - b807- 4d57- 8aba- 124e2f ad80cf ",

"content Type":"text/htm",

"“downl oadUr| ":"https://
wf p27dev. bl ob. core. wi ndows. net/ reporttenpl ates/testteant f42e40af - b217- 4d57- 8aba- 124e2f ad
80cf ?sv=2019- 02- 02&sr =b&si g=Z7%2B3hKXQFI Ui 0VZKNAGz5bQa5Zf VsJI KbEdx T4t 7Vz| ¥8D&st =2021- 10-
08TO7¥8A1098A11Z&se=2021- 10- 08TO8YBAL5¥BA11Z&sp=r"},
"upl oadedDat e": "2021-01- 28T10: 28: 457",
"userl d":"5d8cacd378411f 0321e71db0"},
"| ast Updat ed": "2021- 01- 28T10: 28: 457",
"options":{
"i sLandscape": f al se,
"title":"Exanpl e Report 1"
"header Hei ght ": 48,
"hi deFooter": fal se},
"isDefault":fal se
"i sArchived":fal se
"met adata": {}

"reportTenpl atel d": " 5f 036028e031440091c9a073"
"nane": " Exanpl e Report 2",
"description": null
"tenpl ate": {
"tenpl atel d": "5f0432c4e031440001c9c8eb",
"t enpl at eBodyFi | e": {
“name": " Body tenpl ate",
"uri":"1c0d47f 0- 1e6f - 41f 4- 893d- 0233df 06a332",
"content Type": "text/htm ",

"“downl oadUr | ":"https://
wf p27dev. bl ob. core. wi ndows. net/reporttenpl ates/testtean 1c0d47f 0- 1e6f - 41f 4- 893d- 0233df 06
a332?sv=2019- 02- 02&sr =b&si g=S¥2Fbnt GnInBgUI7%RF4Zz] X1J7s0Onzh4ca¥%@2Bxhm\5EEaV5c%3D&st =2021
-10- 08TO7¥8A10%B8A11Z7&se=2021- 10- 08TO8YBAL5YBA11Z&sp=r"},
"t enpl at eHeader Fi | e": {

"nanme": " Header tenplate",

"uri":"46e29592-66f 1- 468b- 9cad- cac35belale0",

"content Type":"text/htm",

"“downl oadUr | ":"https://
wf p27dev. bl ob. core. wi ndows. net/reporttenpl ates/testtean 46e22592- 66f 1- 468b- 9cad- caceb5bel
a0e0?sv=2019- 02- 02&sr =b&si g=Rhr t xbj Jzi 8kl OHj kyTLB7ug%2Bnf z%2BsD28| 3p%2FzFhpY¥3D&st =2021
-10- 08TO7¥8A10%B8A11Z7&se=2021- 10- 08TO8YBAL5YBA11Z&sp=r"},
"upl oadedDat e": " 2020-07-07T08: 31: 002",
"user|d":"5e21df 72e7f b2433011f 12fd"},
"| ast Updat ed": " 2020- 07- 14T07: 27: 247",
"options":{
"i sLandscape": f al se,
"title":"Exanpl e Report 2"
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"header Hei ght ": 48,
"hi deFooter": fal se},
"isDefaul t": fal se,
"i sArchived": fal se,
“met adat a": {
"j obl d":"5f 0d5acObaf wob00013c2495" ,
"wor kf | oM d": "ald4234f - f 67d- 49f 6- 92e5- 2f c0c4d08643"}

9.2. Get Report Template

9.2.1. HTTP Request

GET https://gateway.fl ow. | i brestream conireporttenpl ates/vl/content/{report Tenpl ate_ i d}

9.2.2. Authorization

Bearer Token

Policy Reports_Create (on page 117)

9.2.3. Headers

Key Value

Authorization Bearer {token}

9.2.4. Path Parameters

Parameter Type

reportTemplate_id string

9.2.5. Response Body
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9.2.5.1. JSON Representation

{
"report Tenpl atel d": "615fff 0blb4ee200018f e357",

"name": " Report Tenpl ate Exanple 1",
"“description":null,
"header Cont ent " : " <header >\ n</ header >",
"bodyContent": "<!doctype htm >\n<htm |ang=\"en\">\n <head>\n<neta
charset=\"utf-8\">\n
<style type=\"text/css\"></style>\n </head>n <body>

<h1l> Api Testing Report Tenplate </hl></body>\n</htm >",

"l ast Updat ed": "2021- 10- 08T13: 19: 147",
"userld":"5d8cac54860b8100016b1987",
"options":{
"i sLandscape": f al se,
“"title":"Report Tenplate Exanple 1",
"“header Hei ght ": 48,
"hi deFooter": fal se},
"isDefault": fal se,
"i sArchived": fal se,
"met adata": {}

9.3. Get Report Template Names

9.3.1. HTTP Request

GET https://gateway.flow |ibrestream confreporttenpl ates/vl/ nanes

9.3.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.3.3. Headers

Key Value

Authorization Bearer {token}

9.3.4. Response Body
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9.3.4.1. JSON Representation

[

{
"report Tenpl at el d": " 5ec4f Of de9ef aa00011a07bc",
"name": " Report Tenpl ate Exanple 1",
“description":null,
"t enpl at eVersi ons": nul |,
"t eanNane": nul |,
"l ast Updat ed": "0001- 01- 01TOO: 00: 00",
“tenpl ate":null,
"“options":null,
"i sArchived": fal se,
"met adata": {}
b
{
"report Tenpl atel d": " 5f 036028e031440001¢c9a073",
"name": " Report Tenpl ate Exanple 2",
"“description":null,
“tenpl at eVersi ons": nul |,
"t eanNane": nul |,
"l ast Updat ed": "0001- 01- 01TOO: 00: 00",
“tenpl ate":null,
"“options":null,
"i sArchived": fal se,
"met adata": {}
}

9.4. Get Default Template

9.4.1. HTTP Request

GET https://gateway.fl ow. |ibrestream confreporttenpl ates/vl/ default

9.4.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.4.3. Headers

Key Value

Authorization Bearer {token}

9.5. Delete Report Template
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9.5.1. HTTP Request

DEL https://gateway.flow. |ibrestreamconireporttenplates/vl/ {reportTenplate id}

9.5.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.5.3. Headers

Key

Authorization

9.5.4. Path Parameters

Parameter

reportTemplate_id

Bearer {token}

9.6. Set Default Report Template

9.6.1. HTTP Request

Value

string

Type

PUT https://gateway.flow. |ibrestreamconireporttenpl ates/vl/ default/{reportTenplate_ id}

9.6.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.6.3. Headers

Key

Authorization

9.6.4. Path Parameters

Parameter

reportTemplate_id
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9.7. Unset Default Report Template

9.7.1. HTTP Request

PUT https://gateway.fl ow. |ibrestream conm reporttenpl ates/vl/ default/unset

9.7.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.7.3. Headers

Key Value

Authorization Bearer {token}

9.8. Create Report Template

9.8.1. HTTP Request

POST https://gateway. flow. |ibrestream confreporttenpl ates/vl/ content

9.8.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.8.3. Headers

Key Value

Authorization Bearer {token}

9.8.4. Request Body

117 9 - Report Templates



9.8.4.1. JSON Representation

{
"name": " APi Tenpl ate Exanple 1",

"header Cont ent " : " <header >\ n</ header >",
"bodyContent": "<!doctype htm >\n<htm |ang=\"en\">\n\n <head>\n <neta
charset=\"utf-8\">\n
<style type=\"text/css\">\n </style>\n </head>\n\n <body>\n\n
</ body>\ n\ n</ ht m >",
"options":{"headerHei ght":48,"title":"APi Tenpl ate Exanple 1"}
}

9.8.5. Response Body

9.8.5.1. JSON Representation

{
"report Tenpl atel d": "61652831013a4200010e5405",

"nanme":"APi Tenpl ate Exanple 1",
"description":null,
"header Cont ent " : " <header >\ n</ header >",
"bodyContent": "<!doctype htm >\n<htm [|ang=\"en\">\n\n <head>\n <neta
charset=\"utf-8\">\n
<style type=\"text/css\">\n </style>\n </head>\n\n <body>\n\n
</ body>\ n\ n</ ht m >",
"l ast Updat ed": "0001- 01- 01TOO: 00: 00",
“userld":null,
"options":{
"i sLandscape": f al se,
“"title":"APi Tenpl ate Exanple 1",
"header Hei ght ": 48,
"hi deFooter": fal se
s
"isDefault": fal se,
"i sArchived":fal se,
"met adat a": {

}
}

9.9. Update Template Metadata

9.9.1. HTTP Request

PUT https://gateway.flow. |ibrestream conireporttenpl ates/vl/ netadatal/{reportTenpl ate id}

9.9.2. Authorization

Bearer Token

118 9 - Report Templates



Policy Reports_Create (on page 27)

9.9.3. Headers

Key

Authorization

9.9.4. Path Parameters

Parameter

reportTemplate_id

9.9.5. Request Body

9.9.5.1. JSON Representation

{
}

"key":"val ue"

Value

Bearer {token}

Type
string

9.10. Update Report Template

9.10.1. HTTP Request

PUT https://gateway.flow. |ibrestreamconireporttenpl ates/vl/ content/{reportTenplate_ id}

9.10.2. Authorization

Bearer Token

Policy Reports_Create (on page 27)

9.10.3. Headers

Key

Authorization
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9.10.4. Path Parameters

Parameter

reportTemplate_id string

9.10.5. Request Body

9.10.5.1. JSON Representation

{
"report Tenpl atel d": " 61652831017a4200010e5405",

"nane":"APi Tenpl ate Example 1",
"description":null,
"header Cont ent " : " <header >\ n</ header >",
"bodyContent": "<!doctype htm >\n<htm |ang=\"en\">\n <head>\n <net a
charset=\"utf-8\">\n
<style type=\"text/css\"></style>\n </head>\n <body>
<hl> Updated Via Api Call </hl> </body>\n</htm >",
"l ast Updat ed": "2021- 10- 12T06: 29: 237",
"userld":"5d8cac54860b8100016b1987",
"options":{"isLandscape": fal se,
"title":"APi Tenpl ate Exanple 1",
"header Hei ght ": 48,
"hi deFooter": fal se},
"isDefault":fal se,
"i sArchived": fal se,
"met adata": {}
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10. Scheduler

Scheduler can be managed via the APIs

Related information

Get All Scheduled Jobs (on page 121)

Get Scheduled Job (on page 123)

Get My Scheduled Jobs (on page 124)

Update the status of a Task in a Sheduled Job (on page 125)
Update the Status of a Scheduled Job (on page 126)
Update Assigned User for a Job (on page 127)

Delete a Scheduled Job (on page 128)
Create a Scheduled Job (on page 128)

10.1. Get All Scheduled Jobs

10.1.1. HTTP Request

GET https://gateway.flow. |ibrestream conl schedul edj obs/v1

10.1.2. Authorization

Bearer Token

Policy Schedule_ReadAll (on page 29)

10.1.3. Headers

Key Value

Authorization Bearer {token}

10.1.4. Response Body
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10.1.4.1. JSON Representation

[

{
"jobld":"5f365519a2ed5a2301f 2d303",
"created":"2021-08-14T09: 10: 49. 636Z",
"updat ed": "2021- 08- 14T09: 10: 49. 636Z",
"state":"Schedul ed",
"nane": " Schedul ed Job1l",
“description":"Schedul ed Jobl - W1",
"priority":fal se
"dueByDat e": nul |
"assi gnedUser | ds": [
Il
"tasks":
[
{
"taskType": " Workf | ow'
"taskl d":"707c5cbh6-8171-4232-baca-f 7c94dc42ea9",
"artifact!ld":null,
“jobld":null,
“clientJobld":null,
"updat ed": nul |
"modi fied":null
"state": 0
}
]
ir
{
"jobld":"601170d37e97f 340011cale3",
"created":"2021-01-27T13: 55: 31. 0457",
"updat ed": "2021-01-27T13: 58: 13. 452Z7",
"state":" Conpl et ed",
"nane": " Schedul ed Job2",
“description":"Schedul ed Jobl - WF2",
“priority":true,
"dueByDat e": "2021- 01- 27T15: 30: 00Z",
"assi gnedUser | ds": [
"5d8cacd378111f 0001e71db0" ],
"tasks":
[
{
"taskType": " Workfl ow'
"taskl d":"610d8443-f dac- 443c- bca5- 52c761a56561",
"artifactld":"012ee471-9954- 4b53- 93ac- 1062e43bf f a3",
"jobld":"6011713d19863200010ed4b5",
"clientJobld":"7aa2546f - be00- 45f d- 94f a- d3ccf be22f db",
"updat ed": "2021-01-27T13: 58: 13. 3632",
"modi fied":"2021-01-27T13: 58: 13. 366Z2",
"state": 3
}
]
}
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10.2. Get Scheduled Job

10.2.1. HTTP Request

GET https://gateway.flow |ibrestream conif schedul edj obs/v1/{schedul ed_j ob_i d}

10.2.2. Authorization

Bearer Token

Policy Schedule_Read (on page 29)

10.2.3. Headers

Key Value

Authorization Bearer {token}

10.2.4. Path Parameters

Parameter Type

scheduled_job_id string

10.2.5. Response Body
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10.2.5.1. JSON Representation

{
"jobld":"615c2057¢c5722f 000168e37f ",

"created":"2021-10-05T09: 52: 23. 3417",
"updat ed": "2021- 10- 05T09: 52: 23. 341Z7",
"state":"Schedul ed",
“name": " APl Schedul er Exanple Job 1",
"description":"To Demo Schedul er Apis",
“priority":true,
"dueByDat e": "2021-10- 05T22: 59: 00Z",
"assi gnedUser | ds": [
"5d8cac54860b81ee016b1987"],
"tasks": [
{
"taskType": "Wor kf | ow
"taskl d":"d7020dd1- 8ce9- 42ce- 90f 2- 8d2f 7f 734c20",

“artifactld":"b62f 2507- b4e7- 4248- 83d3- 29c03b158f be",

“jobld":null,
“clientJobld":null,
"updat ed": nul |
"modi fied":null,
"state": 0

H

NB: Task State
1.1 - Active
2.2 - Paused
3.3 - Completed
4.4 - Abandoned

5.0 - Not started

10.3. Get My Scheduled Jobs

10.3.1. HTTP Request

CGET https://gateway.fl ow. |ibrestream conf schedul edj obs/v1/ ny

10.3.2. Authorization

Bearer Token

Policy Schedule_Read (on page 29)
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10.3.3. Headers

Key Value

Authorization Bearer {token}

10.3.4. Response Body

10.3.4.1. JSON Representation

{
"jobld":"615¢c2057¢c5722f 000168e37f ",

"created":"2021-10-05T09: 52: 23. 3417",
"updat ed": "2021- 10- 05T09: 52: 23. 3412",
"state":"Schedul ed",
"name": " APl Schedul er Exanple Job 1",
"description":"To Demo Schedul er Apis",
"priority":true,
"dueByDat e": "2021- 10- 05T22: 59: 00Z",
"assi gnedUser | ds": [
"5d8cac54860b81ee016b1987" ],
"tasks": [
{
"taskType": "Wor kf | ow
"taskl d":"d7020dd1- 8ce9- 42ce- 90f 2- 8d2f 7f 734c20",
"artifactld":"b62f 2507- b4e7-4248-83d3-29c03b158f be"
"“jobld":null,
"clientJobld":null,
"updat ed": nul |
"modi fied":null
"state": 0

H

10.4. Update the status of a Task in a Sheduled Job

10.4.1. HTTP Request

PUT
https://gateway. fl ow. |ibrestream com schedul edj obs/v1l/{schedul ed_job_id}/tasks/{task id
}/ st atus

10.4.2. Authorization

Bearer Token

Policy Schedule_Read (on page 29)
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10.4.3. Headers

Key Value

Authorization Bearer {token}

10.4.4. Path Parameters

Parameter Type
scheduled_job_id string
task_id string

10.4.5. Request Body

10.4.5.1. JSON Representation

{
"clientJobld":"cObda7f 7- 0alf - 400c- 8276- cef 1c4ae75ea",
"state":"Paused",
"updat ed": "2021- 10- 06TO7: 24: 52. 44"

}

10.5. Update the Status of a Scheduled Job

10.5.1. HTTP Request

PUT https://gateway.fl ow |ibrestream conf schedul edj obs/v1/{schedul ed job_ id}/status

10.5.2. Authorization

Bearer Token

Policy Schedule_Read (on page 29)

10.5.3. Headers

Key Value

Authorization Bearer {token}
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10.5.4. Path Parameters

Parameter

scheduled_job_id

10.5.5. Request Body

10.5.5.1. JSON Representation

{
"state":" Conpl et ed”,

"updat ed": " 2021-10- 06TO7: 24: 52. 44"
}

Type
string

NB: A job can't be completed until all tasks in a job are completed.

10.6. Update Assigned User for a Job

10.6.1. HTTP Request

PUT

https://gateway. fl ow. | ibrestream com schedul edj obs/v1l/{schedul ed job_id}/assignedUsers

10.6.2. Authorization

Bearer Token

Policy Schedule_Admin (on page 28)

10.6.3. Headers

Key

Authorization

10.6.4. Path Parameters

Parameter

scheduled_job_id

10.6.5. Request Body
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Value

Bearer {token}

Type
string
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10.6.5.1. JSON Representation

{
"assi gnedUser | ds": [ "5d91f 997ccf e6a0001dc9dc1"]

}

10.7. Delete a Scheduled Job

10.7.1. HTTP Request

DEL https://gateway.flow. |ibrestream coni schedul edj obs/v1/{schedul ed_job_id}

10.7.2. Authorization

Bearer Token

Policy Schedule_Admin (on page 28)

10.7.3. Headers

Key Value

Authorization Bearer {token}

10.7.4. Path Parameters

Parameter Type

scheduled_job_id string

10.8. Create a Scheduled Job

10.8.1. HTTP Request

PCST https://gateway. flow. |ibrestream conf schedul edj obs/ vl

10.8.2. Authorization

Bearer Token

Policy Schedule_Admin (on page 28)
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10.8.3. Headers

Key

Authorization Bearer {token}

10.8.4. Request Body

10.8.4.1. JSON Representation

{
"name": " APl Schedul er Exanple Job 1",
"description":"To Demo Schedul er Apis",
"tasks":
[
{
"taskType": "workfl ow', "
"artifactld":"b62f 2507- b4e7- 4248- 83d3- 29c03a158f ae"
}
],
"assi gnedUser | ds": ["5d91f 997ccf e6a0001dc9dcl"],
"dueByDat e": nul |,
"priority":fal se
}

10.8.5. Response Body
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10.8.5.1. JSON Representation

{

"jobld":"615da9233ed8f e0021364451",
"created":"2021-10- 06T13: 48: 19. 3424072",
"updat ed": "2021- 10- 06T13: 48: 19. 3424072",
"state":"Schedul ed",

“name": " APl Schedul er Exanple Job 1",
"description":"To Demo Schedul er Apis",
"priority":fal se

"dueByDat e": nul |

"assi gnedUser | ds": [

"508cac54860b8100016b1987"],

"tasks": [

{
"taskType": "Wor kf | ow

"taskl d": " dbd38ddl-fc76-4a3a- 8ed4c-27ale9a4148c"
"artifactld":"b62f 2507- b4e7-4218- 83d3- 29c03al158f ae",
“jobld":null

“clientJobld":null,

"updat ed": nul |

"modi fied":null,

"state": 0

H

NB: artifactld is the workflowld.
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11. TeamSettings

Team Settings can be managed via the APIs

Related information

Set TeamSettings to Defaults (on page 131)
Set TeamSettings (on page 131)

Get TeamSetting (on page 132)

Get TeamSettings (on page 133)

11.1. Set TeamSettings to Defaults

11.1.1. HTTP Request

POST https://gateway.flow |ibrestream coniteansettings/vl/ defaults

11.1.2. Authorization

Bearer Token

Policy TeamSettings_Admin (on page 30)

11.1.3. Headers

Key Value
Authorization Bearer {token}

Content-Type application/json

11.2. Set TeamSettings

11.2.1. HTTP Request

POST https://gateway. flow. |ibrestream conteansettings/vl/

11.2.2. Authorization

Bearer Token

Policy TeamSettings_Admin (on page 30)
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11.2.3. Headers

Key
Authorization

Content-Type

11.2.4. Request Body

11.2.4.1. JSON Representation

{
"Di sabl eJobRestart":true,

"Enabl eJobNam ng": f al se

11.3. Get TeamSetting

11.3.1. HTTP Request

Value
Bearer {token}

application/json

CGET https://gateway.fl ow. |ibrestream confteansettings/vl/ {setting key}

11.3.2. Authorization

Bearer Token

Policy TeamSettings_Read (on page 30)

11.3.3. Headers

Key

Authorization

11.3.4. Path Parameters

Parameter

setting_key (DisableJobRestart)

11.3.5. Response Body
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Value

Bearer {token}

Type
string
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11.3.5.1. JSON Representation

{

true

}

11.4. Get TeamSettings

11.4.1. HTTP Request

CGET https://gateway.fl ow |ibrestream coniteansettings/vl/

11.4.2. Authorization

Bearer Token

Policy TeamSettings_Read (on page 30)

11.4.3. Headers

Key

Authorization Bearer {token}

11.4.4. Response Body

133

Value
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11.4.4.1. JSON Representation
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" Aut oDevi ceSi gnQut ": nul |,
" Aut oDownl oad": {

"Wor kf | omUpdat eMbde": " Opti onal ",

"Wor kf | omUpdat eLapsedTi me": 0
}

eckDevi ceTi nme": f al se,
"Def aul t Ti mezone": " Et ¢/ UTC",
"Di sabl eJobRestart": true,
"Di sabl ed dTenpl at es": f al se,
"Enabl eJobNam ng": f al se,
"CGoBackReason": " Optional ",
"Per manent Dat aEdi t": f al se,
"Renot eExpert Sol uti on": nul I,
"Reports":{

"Def aul t Report": nul |
},
"Requi r esAbandonReason": f al se,
" St or eDBOnExt er nal St or age": f al se,
"Support sOnsi ght": fal se,
"Wor kf | owAppr over Mode": 0
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12. Trigger

Triggers can be managed via the APIs
Related information

Get All Triggers (on page 135)

Get Trigger by Trigger Id (on page 136)
Create Trigger (on page 137)

Update Trigger (on page 138)

Archive Trigger (on page 139)
Unarchive Trigger (on page 140)

12.1. Get All Triggers

12.1.1. HTTP Request

GET https://gateway.flow |ibrestreamconitrigger/v2

12.1.2. Authorization

Bearer Token

Policy Trigger_Read (on page 31)

12.1.3. Headers

Key

Authorization Bearer {token}

12.1.4. Response Body
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12.1.4.1. JSON Representation

[
{
"triggerld": "61644119f 2ef e60001085778",
"created": "2021-10-11T13:50:17Z72",
"updat ed": "2021-12-10T14:02: 262",
"nane": "Trigger Api Ex 1",
“description": null
“"tenpl ateTags": [],
"objectlds": [],
"tenplatelds": [
"a454a699- 173f - 429e- b3cd- f ef d82d0ale4"
1,
“trigger Type": "Email",
"triggerQOptions": {
"“recipients": "",
"sendCopyToUser": "true"
b
"report Tenpl atel d": "6163da95736e3c00014f 9bee",
"pdf Requi renment": "Fulll mages",
"di sabl ed": false
"archived": false
b
{
"triggerld": "5f02e48325b6dc00018b81e8",
"created": "2020-07-06T08:44:517",
"updat ed": "2020-07-06T08: 44:5127",
"nane": "Trigger Api Ex 2",
“description": null
“"tenpl ateTags": [],
"objectlds": [],
"tenplatelds": [],
“triggerType": "Email",
“triggerOptions": {},
“"report Tenpl atel d": null
"pdf Requi rement ": " Not Requi red",
"di sabl ed": true
"archived": false
}
]

12.2. Get Trigger by Trigger Id

12.2.1. HTTP Request

GET https://gateway.flow. |ibrestreamcomtrigger/v2/{triggerld}

12.2.2. Authorization

Bearer Token
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Policy Trigger_Read (on page 31)

12.2.3. Headers

Key Value

Authorization Bearer {token}

12.2.4. Path Parameters

Parameter Type

triggerld string

12.2.5. Response Body

12.2.5.1. JSON Representation

[

{
“"triggerld": "61644119f 2ef e60001085778",
"created": "2021-10-11T13:50:172",
"updat ed": "2021-12-10T14:02: 262",
"nanme": "Trigger Api Ex 1",
“description": null,
“"tenpl ateTags": [],
"objectlds": [],
“tenpl atelds": [
"a454a699- 173f - 429e- b3cd- f ef d82d0ale4"
Il
“trigger Type": "Email",
“triggerQptions": {
“recipients": "",
"sendCopyToUser": "true"
H
"report Tenpl ateld": "6163da95736e3c00014f 9bee"
"pdf Requi renment": "Fulll mages",
"di sabl ed": fal se,
"archived": false
}

12.3. Create Trigger

12.3.1. HTTP Request

POST https://gateway. flow. |ibrestreamcomtrigger/v2
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12.3.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

12.3.3. Headers

Key

Authorization Bearer {token}

12.3.4. Request Body

12.3.4.1. JSON Representation

{
"di sabl ed": true,
"name":" APl Trigger Ex 1",
“trigger Type":"Email "

}

12.3.5. Response Body

12.3.5.1. JSON Representation

{
"triggerld": "61b70762ccc3a70q011c0462"
"created": "2021-12-13T08:42:102",
"updated": "2021-12-13T08:42: 102",
"nane": "API Trigger Ex 2",
“description": null,
“"tenpl ateTags": [],
"objectlds": [],
"tenplatelds": [],
"triggerType": "Email",
“triggerOptions": {},
“"report Tenpl atel d": null
"pdf Requi rement ": " Not Requi red",
"di sabl ed": true,
"archived": false

12.4. Update Trigger
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12.4.1. HTTP Request

PUT https://gateway.flow. |ibrestreamconitrigger/v2/ {triggerld}

12.4.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

12.4.3. Headers

Key Value

Authorization Bearer {token}

12.4.4. Path Parameters

Parameter Type

triggerld string

12.4.5. Request Body

12.4.5.1. JSON Representation

{
"name":"APi Trigger Ex 1",

"description":"Updating trigger description via api call",
"tenpl ateTags":[],

"objectlds":[],

"tenpl atelds":[],

"trigger Type":"Email ",

"triggerOptions":{"recipients":"", "sendCopyToUser":"true"},
" pdf Requi renment " : " Not Requi r ed",

"report Tenpl atel d": nul |

"di sabl ed":true

12.5. Archive Trigger

12.5.1. HTTP Request

DEL https://gateway.flow. |ibrestreamconitrigger/v2/ {triggerld}
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12.5.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

12.5.3. Headers

Key Value

Authorization Bearer {token}

12.5.4. Path Parameters

Parameter Type

triggerld string

12.6. Unarchive Trigger

12.6.1. HTTP Request

PUT https://gateway.flow |ibrestreamconitrigger/v2/ unarchive/{triggerld}

12.6.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

12.6.3. Headers

Key Value

Authorization Bearer {token}

12.6.4. Path Parameters

Parameter Type

triggerld string
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13. Users

Users can be managed via the APIs
Related information

Get Users (on page 141)

Get User (on page 142)

Create User (on page 143)

Get User Permissions (on page 144)
Lock User (on page 145)

Reset User's Password (on page 145)
Unlock User (on page 146)

Update User Permissions (on page 147)
Delete User (on page 148)

13.1. Get Users

13.1.1. HTTP Request

GET https://accounts.flow|ibrestream con api/tean user

13.1.2. Authorization

Bearer Token

Policy Any Valid Token

13.1.3. Headers

Key

Authorization Bearer {token}

13.1.4. Response Body
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13.1.4.1. JSON Representation

[

"userld": "60df 2148ad6cbd0001d86ald",
"usernane": "colin.pope@ol arenergy. coni,
"emai | Address": "colin. pope@ol arener gy. cont
"name": "Colin Pope",

"created": "2021-07-02T14: 23: 04. 3527",

"l ocked": false

"userld": "60df 09e19108b2e627754f 54",
"usernane": "tegla.loroupe@ol arenergy. coni,
"emai | Address": "tegl a.l oroupe@ol arener gy. cont
"name": "Tegla Loroupe"

"created": "2021-06-01T15:14:52. 000Z2",

"l ocked": false

13.2. Get User

13.2.1. HTTP Request

GET https://accounts.flow. |ibrestream com api/teanfuser/{user _id}

13.2.2. Authorization

Bearer Token

Policy Any Valid Token

13.2.3. Headers

Key Value

Authorization Bearer {token}

13.2.4. Path Parameters

Parameter Type

userld string

13.2.5. Response Body
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13.2.5.1. JSON Representation

{
"user | d": "60df 2148ad6cbd0001d86ald",

"usernane": "colin.pope@ol arenergy. coni,
"emai | Address": "colin. pope@ol arener gy. cont
"name": "Colin Pope",

"created": "2021-07-02T14: 23: 04. 3527",

"l ocked": false

13.3. Create User

13.3.1. HTTP Request

POST https://accounts.flow. |ibrestream com api/teant user

13.3.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

13.3.3. Headers

Key

Authorization Bearer {token}

Content-Type application/json

13.3.4. Request Body

13.3.4.1. JSON Representation

{
"usernane": "chege. naengop@ol ar energy. coni',
"“emai | Address": "chege. naengop@ol ar ener gy. cont'
"name": "Chege Naengop"

}

13.3.5. Response Body
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13.3.5.1. JSON Representation

{
"password": "3DfJ/84dY",
"t eanNane": "sol arenergy",
"mode": O,
"userld": "60e3054c04cb64000128d658",
"usernane": "chege. naengop@ol ar energy. coni',
"emai | Address": "chege. naengop@ol ar ener gy. con',
"nanme": "Chege Naengop",
"created": "2021-07-05T13:12:44.74422337",
"l ocked": false

}

13.4. Get User Permissions

13.4.1. HTTP Request

CGET https://accounts.flow. |ibrestream com api/teaniuser/{user _id}/perm ssions

13.4.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

13.4.3. Headers

Key

Authorization

13.4.4. Path Parameters

Parameter

user_id

13.4.5. Response Body

13.4.5.1. JSON Representation

{

"dat aVi ewer": true,
"executor":true

}
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13.5. Lock User

13.5.1. HTTP Request

POST https://accounts.flow |ibrestream conf api/team {user_id}/| ock

13.5.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

13.5.3. Headers

Key Value

Authorization Bearer {token}

13.5.4. Path Parameters

Parameter Type

user_id string

13.6. Reset User's Password

13.6.1. HTTP Request

POST https://accounts.flow |ibrestream conl api/teanf {user_id}/resetpassword

13.6.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

13.6.3. Headers

Key Value

Authorization Bearer {token}
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13.6.4. Path Parameters

Parameter Type

user_id string

13.6.5. Response Body

13.6.5.1. JSON Representation

{
"password": " 3Df J/ 84dY"

}

13.7. Unlock User

13.7.1. HTTP Request

POST https://accounts.flow. |ibrestream com api/tean {user_i d}/unl ock

13.7.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

13.7.3. Headers

Key Value

Authorization Bearer {token}

13.7.4. Path Parameters

Parameter Type

user_id string

13.8. Update User Details
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13.8.1. HTTP Request

PUT https://accounts.flow |ibrestream conf api/team user/{user _id}

13.8.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

13.8.3. Headers

Key Value
Authorization Bearer {token}

Content-Type application/json

13.8.4. Path Parameters

Parameter Type

user_id string

13.8.5. Request Body

13.8.5.1. JSON Representation

{
}

"Nanme": "Chege Naengop"

13.9. Update User Permissions

13.9.1. HTTP Request

PUT https://accounts.flow |ibrestream coni api/teanf user/{userld}/perm ssions

13.9.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)
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13.9.3. Headers

Key Value
Authorization Bearer {token}

Content-Type application/json

13.9.4. Path Parameters

Parameter Type

userld string

13.9.5. Request Body

13.9.5.1. JSON Representation

{
"adm n": Fal se,
"dat aVi ewer": True,
"executor": True

}

13.10. Delete User

13.10.1. HTTP Request

DEL https://accounts.flow |ibrestream conf api/team user/{user _id}

13.10.2. Authorization

Bearer Token

Policy Trigger_Admin (on page 30)

13.10.3. Headers

Key Value

Authorization Bearer {token}
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13.10.4. Path Parameters

Parameter Type

user_id string
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14. Workflows

Workflows can be managed via the APIs
Related information

Get Workflows (on page 151)

Get Workflow (on page 152)

Update Workflow Metadata (on page 153)
Upload a Workflow (on page 154)

Set Active Version (on page 159)

Delete Workflow Version (on page 160)
Delete Workflow (on page 160)

14.1. Get Workflows

14.1.1. HTTP Request

GET https://gateway.fl ow. |ibrestream conl workfl ows/v2

14.1.2. Authorization

Bearer Token

Policy Workflow_Read (on page 33)

14.1.3. Headers

Key

Authorization Bearer {token}

14.1.4. Response Body
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14.1.4.1. JSON Representation

[

{
"wor kfl owm d": "75b81832-257b-4a7a-9e05-gl2lacclla67",
"created": "2020-01-14T11:53:47Z7",
"l ast Updat ed": "2020-02-04T08: 18: 492",
"t eanNane": "sol arenergy"
"activeVersionld": "873b6fc9-6e62-4d8f-aac5-42c3aa8235a8",
"nanme": "Panel Repair Wrkflow'
“description": "",
"i sArchived": false
"liveojectlds": [],
"versions": [
{
"versionld": "48254f 9a- 80ab-4b09- b041-0671716d73d3",
"fil eReference": "5elda94f 1lab7e300017ab586"
"fileSize": 159483693,
"upl oaded": "2020-01-14T11:53: 472",
"aut horl d": "5da480b75ed0570001d197e2"
"aut hor Nane": "shankar.| akshman@ol ar ener gy. cont
"version": 1,
"i sArchived": false
ir
{
"versionld": "873b6fc9-6e62-4d8f-aach-42c3aa8235a8",
"fil eReference": "5eldad09b4ccd1000102e8cf",
"fileSize": 159483693,
"upl oaded": "2020-01-14T12: 04: 227",
"aut horl d": "5da480b75ed0570001d197e2"
"aut hor Nane": "shankar.| akshman@ol ar ener gy. cont
"version": 2,
"i sArchived": false
}
]
}

14.2. Get Workflow

14.2.1. HTTP Request

POST https://gateway. flow. |ibrestream com workfl ows/ v2/ {workfl ow d}

14.2.2. Authorization

Bearer Token

Policy Workflow_Read (on page 33)
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14.2.3. Headers

Key Value

Authorization Bearer {token}

14.2.4. Path Parameters

Parameter Type

workflowld string

14.2.5. Response Body

14.2.5.1. JSON Representation

{
"“wor kfl oM d": "75b81832-257b-4a7a-9e05-gl2lacclla67",
"created": "2020-01-14T11:53:47Z2",
"l ast Updat ed": "2020-02-04T08: 18: 492",
"t eanNane": "sol arenergy"
"activeVersionld": "873b6fc9-6e62-4d8f-aac5-42c3aa8235a8",
"name": "Panel Repair Wrkfl ow'
"description": "",
"i sArchived": false
"liveojectlds": [],
"versions": [
{
"versionld": "48254f 9a-80ab-4b09-b041-0671716d73d3",
"fil eReference": "5elda94f 1ab7e300017ab586",
"fileSize": 159483693,
"upl oaded": "2020-01-14T11:53: 472",
"aut horld": "5da480b75ed0570001d197e2"
"aut hor Nane": "shankar.| akshman@ol ar ener gy. conf
"version": 1,
"i sArchived": false
b
{
"versionld": "873b6fc9-6e62-4d8f-aac5-42c3aa8235a8",
"fil eReference": "5eldad09b4ccd1000102e8cf",
"fil eSize": 159483693,
"upl oaded": "2020-01-14T12: 04: 227",
"aut horld": "5da480b75ed0570001d197e2"
"aut hor Nane": "shankar.| akshman@ol ar ener gy. conf
"version": 2,
"i sArchived": false
}
]
}

14.3. Update Workflow Metadata
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14.3.1. HTTP Request

PUT https://gateway.flow. |ibrestream con workfl ows/v2/{workfl ow d}

14.3.2. Authorization

Bearer Token

Policy Workflow_Modify (on page 33)

14.3.3. Headers

Key Value
Authorization Bearer {token}

Content-Type application/json

14.3.4. Path Parameters

Parameter Type

workflowld string

14.3.5. Request Body

14.3.5.1. JSON Representation

{
"nane": "Panel Repair Wrkflow - AP-6 Type",
"description": "Ensure this workflow is used on the |atest AP-6 type panel s",
"tags": ["Panel", "Repair", "AP-6"],
i veQbjectlds: ["5e4172bc9a21690001f 361f 1", "5e46a021785ccf0001e9a2f 6"]
}

N.B. By default workflows are availble for use for any user with the required permissions, however it is
possible to restrict the usage of workflow to specified individual users or user groups. The liveObjectlds
parameter is used to specify the users or groups; for a user include the userld and for a group include the
groupld.

14.4. Upload a Workflow
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14.4.1. Overview

As Workflow files have the potential to be quite large; primarily when they include large assets such
as videos, images and files, The Workflow Upload API provides a way to reliably upload those files by
blocking them into a sequence of parts that can be uploaded individually.

By using this API the application uploads a file in part, allowing it to recover from a failed request more
reliably. It means an application only needs to retry the upload of a single part instead of the entire file.

An additional benefit of blocked uploads is that parts can be uploaded in parallel, allowing for a potential
performance improvement.

The process for uploading a Workflow requires a sequence of API calls to be made

1. A Workflow UploadSession is Created (on page 156): This session is used as a reference for the
later calls and sets expectations for the block sizes and files sizes.

2. File blocks are Uploaded (on page 157): The file is uploaded as a series of blocks (N.B. if the file is
small enough it can be uploaded as a single block).

3. The Workflow Upload Session is Completed (on page 158): This call is made once all blocks have
successfully been uploaded, it closes the session and defines metadata on the Workflow.

14.4.2. Example

| have a file of size 150 KB which | will uploaded in blocks of 100 KB, | multiply both of these by 1024 to
calculate the file size and block size

BLOCKSI ZE = 102400
FI LESI ZE = 153600

| make an initial call to create the workflow upload session

curl -XPOST

-H " Aut hori zati on: Bearer eyJhbGci G JSUzIl INi | sl ntpzCl6..."'

-H "Content-type: application/json"

-d '{"bl ockSi ze": 102400, "fileSize": 153600, "friendl yFileName": "Workflowl.zip"}'
"https://gateway. fl ow. | i brestream com wor kf | ows/ v2/ upl oad'

As a response | receive an Id for the upload session

{
}

"id": "60578b426a9eb4000114ec13"

| then make two seperate calls for each block, each referencing the upload session Id in the Url. The first
uploads the first 100 KB and the second the remaining 50 KB (N.B. the order of upload is not important)
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14.4.2.1. Block 1

curl - XPOST

-H ' Aut hori zati on: Bearer eyJhbGci G JSUzl 1N | sl nt pzCl 6. .."

-H ' Cont ent - Lengt h: 102400’

-H ' Cont ent - Range: bytes 0-102399/ 153600’

-d ' PK\ x03\ x04\ x14\ x00\ x00\ x00\ x08\ x00. . ."'

"https://gateway. fl ow |ibrestream conf wor kfl ows/ v2/ upl oad/ 60578b426a9eb4000114ec13’

14.4.2.2. Block 2

curl - XPOST

-H ' Aut hori zati on: Bearer eyJhbGci G JSUzl 1N | sl ntpzCl 6. .."

-H ' Cont ent - Lengt h: 102400’

-H ' Cont ent - Range: bytes 102400- 153599/ 153600’

-d "\ xf 7\ xf b\ xb7\ x05x\ xea~\ x01\ xdf \..."

"https://gateway. fl ow |ibrestream conf wor kfl ows/ v2/ upl oad/ 60578b426a9eb4000114ec13’

Once those are both completed | then complete the upload session by defining the metadata for the
workflow

curl -XPOST

-H ' Aut hori zati on: Bearer eyJhbGci G JSUzl 1N | sl nt pzCl 6. .."

-H "Content-type: application/json"

-d '{ "uploadld': "60578b426a9eb4000114ec13", "nanme": "My First Workflow' }'
"https://gateway. fl ow |ibrestream conm workf | ows/ v2'

Related information

Create Workflow Upload Session (on page 156)
Upload Workflow Block (on page 157)

Finalize Wordflow Upload (on page 158)

14.4.3. Create Workflow Upload Session

14.4.3.1. HTTP Request

POST https://gateway. flow. |ibrestream conf wor kfl ows/ v2/ upl oad

14.4.3.2. Authorization

Bearer Token

Policy Workflow_Create (on page 32)
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14.4.3.3. Headers

Key Value
Authorization Bearer {token}

Content-Type application/json

14.4.3.4. Request Body

14.4.3.4.1. JSON Representation

{
“bl ockSi ze": {BLOCKSI ZE},

"fileSize": {FILESIZE},
“friendl yFil eNane": "Workfl owl. zi p"

14.4.3.5. Response Body

14.4.3.5.1. JSON Representation

{
}

"id": "60578b426a9eb4000114ec13"

14.4.4. Upload Workflow Block

14.4.4.1. HTTP Request

POST https://gateway. flow |ibrestream com workfl ows/ v2/ upl oad/ {upl oadl d}

14.4.4.2. Authorization

Bearer Token

Policy Workflow_Create (on page 32)
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14.4.4.3. Headers

Key Value
Authorization Bearer {token}
Content-Length {BLOCKSIZE}
Content-Range bytes {i x BLOCKSIZE}-{(i+1) x BLOCKSIZE}/{FILESIZE}

14.4.4.4. Request Body

{bl ock_byt es}

14.4.4.4.1. If the block was the final block and all blocks been uploaded

a 204 is returned

14.4.4.4.2. If the block was not the final block but has been uploaded a

202 is returned

14.4.4.5. Notes
» Workflow file size limit is 200 MB

* File chunk size limit is 100 KB

14.4.5. Finalize Wordflow Upload

14.4.5.1. HTTP Request

PCST https://gateway. flow. |ibrestream com wor kfl ows/ v2

14.4.5.2. Authorization

Bearer Token

Policy Workflow_Create (on page 32)

14.4.5.3. Headers

Key

Authorization Bearer {token}
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14.4.5.4. Request Body

14.4.5.4.1. JSON Representation

{
"upl oadl d": "60578b426a9eb4000114ec13",
"nanme": "Repair Process",
"description": "Repair Process for all new and current Plant Machinery",
"tags": ["Repairs", "Level 1 Process"],
"versi onNotes": "First version of the process"
}

14.4.5.5. Response Body

14.4.5.5.1. JSON Representation

{
}

"wor kfl owl d": "4dcblalb-782f-4167-8a87-ca6b31ae877d"

14.5. Set Active Version

14.5.1. HTTP Request

POST https://gateway. flow. |ibrestream conf wor kfl ows/ v2/ {wor kf | owWer si onl d}/ acti vat e

14.5.2. Authorization

Bearer Token

Policy Workflow_Modify (on page 33)

14.5.3. Headers

Key Value

Authorization Bearer {token}

14.5.4. Path Parameters

Parameter Type

workflowVersionld string
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14.6. Delete Workflow Version

14.6.1. HTTP Request

DELETE
https://gateway. fl ow. | ibrestream com wor kf |l ows/ v2/ {wor kf| ow d}/ { wor kf | owMer si onl d}

14.6.2. Authorization

Bearer Token

Policy Workflow_Delete (on page 32)

14.6.3. Headers

Key Value

Authorization Bearer {token}

14.6.4. Path Parameters

Parameter Type
workflowld string

workflowVersionld string

14.7. Delete Workflow

14.7.1. HTTP Request

DELETE https://gateway.flow. |ibrestream com workfl ows/v2/{wor kf| o d}

14.7.2. Authorization

Bearer Token

Policy Workflow_Delete (on page 32)

14.7.3. Headers

Key Value

Authorization Bearer {token}
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14.7.4. Path Parameters

Parameter Type

workflowld string
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